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Information and communications technology(%E2417]<)
Internet service provider(QUEJHIAR]A A-ZAP)

Joint Supervisory Body(Z=Z=57]H)

Non-governmental organisation(H]QFZ2))

National Schengen Information System(=+7}AIZAIA KA A H))

Organisation for Economic Co-operation and Development
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Official Journal(FH)

Personal identification number(7]Q1A1'HH )
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Society for Worldwide Interbank Financial Telecommunication
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Treaty on the Functioning of the European Union
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Universal Declaration of Human Rights(A|A|Q1HA1<D)
United Nations(=A4]|1g}h)

Visa Information System(B]R}7HA|AH)
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11 UN, General Assembly, Resolution on the right to privacy in the digital age,
A/RES/68/167, New York, 18 December 2013; and UN, General Assembly, Revised
draft resolution on the right to privacy in the digital age, A/C.3/69/L.26/Rev.1, New
York, 19 November 2014 ZF=%.

12 UN, General Assembly, Revised draft resolution on the right to privacy in the digital
age, A/C.3/71/L.39/Rev.1, New York, 16 November 2016; UN, Human Rights
Council, The right to privacy in the digital age, A/HRC/34/L.7/Rev.1, 22 March 2017.
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1.1.3. QEQIHZ9KThe European Convention on Human Rights)
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A71eE a5E ATeRN o] wE o9 FEHE HARITH
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718t =71k % e 4= Sl
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13 oA, ECtHR, Klass and Others v. Germany, No. 5029/71, 6 September 1978;
ECtHR, Rotaru v. Romania [GCl, No. 28341/95, 4 May 2000 and ECtHR, Szabo
and Vissy v. Hungary, No. 37138/14, 12 January 2016 Z}Z.

14 Ibid.
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1.1.4. SE™OI3|X2F H|108=(Council of Europe Convention 108)
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S5 B3 Hoh AAISE g2 "aAo] AR Uik 1970W ] S

15 CoE, European Convention on Human Rights, CETS No. 005, 1950.

16 oA, ECtHR, Malone v. the United Kingdom, No. 8691/79, 2 August 1984;
ECtHR, Copland v. the United Kingdom, No. 62617/00, 3 April 2007, or ECtHR,
Mustata Sezgin Tanr 1 kulu v. Turkey, No. 27473/06, 18 July 2017 &}z,

17 oA, ECtHR, Klass and Others v. Germany, No. 5029/71, 6 September 1978;
ECtHR, Uzun v. Germany, No. 35623/05, 2 September 2010. Z}x.

18 oY, ECtHR, Roman Zakharov v. Russia, No. 47143/06, 4 December 2015;
ECtHR, Szabé and Vissy v. Hungary, No. 37138/14, 12 January 2016 3}z

19 oA, ECtHR, L v. Finland, No. 20511/03, 17 July 2008; ECtHR, K.U. v. Finland,
No. 2872/02, 2 December 2008 ZFx.
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20 CoE, Committee of Ministers (1973), Resolution (73) 22 on the protection of the
privacy of individuals vis—a-vis electronic data banks in the private sector, 26
September 1973; CoE, Committee of Ministers (1974), Resolution (74) 29 on the
protection of the privacy of individuals vis—4-vis electronic data banks in the public
sector, 20 September 1974.

21 CoE, Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, Council of Europe, CETS No. 108, 1981.
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22 oA, ECtHR, Z v. Finland, No. 22009/93, 25 February 1997 2}z,

23 Council of Europe, Committee of Ministers (1987), Recommendation Rec(87)15 to
member states regulating the use of personal data in the police sector, Strasbourg, 17
September 1987.

24 Directive 95/46/EC of the European Parliament and the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, O] L 281, 23 November 1995.

25 Council of Europe, Amendments to the Convention for the protection of individuals
with regard to automatic processing of Personal Data (ETS No. 108) adopted by the
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1.1.5. EUH|O|E{2 S ™ (European Union data protection law)
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Zofol| A WG = i} o] S5l sl Fojel Hgke] #e Wl
Ak FEgteh FHE ek 2o, EU 2ofe 7]2d wA9
AR A mHS eect

4

T2 EUR el A8 flol &3te A9 s sk AR
o] CJEUY]| A2 5431 | tiiZoll, CJEUE zof] gt a3t i Ale
ek AfeloA] Has Holslr| 3|4, CJEUE 7| EASS o|2u} 99
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E5 ARSo] BUe| s ‘Rt AU LAEE s oy,
200090] EU7|2ARACAN) S TR AR B Y50l TF
B WA AET A oRE BIro R, SUAEe] WA,
1e) Ak FASkL Qlck ARl 714

A, AR D Abel 3
o A, BE A, Ane] Ae @

a2 ol 72 & A
Aoz v
T2 dale A BAE M S0sAARE 2009 1249 149

Y
1o
e

gl sizope] Algat el AL EUMTEY A6ZAN H2) 02
WA FEer S 2 Holcks WA £ EU Z1% 9 7Tl A
g0l BU 7|3 8l 7| 75L o158 ofaishs 52k A7) GAH el
£ 25 RS Nulth W40 xge BF SlUEo] EUME A
Yo o L st

A AT 2 AHEAT] EFATR S BT Bk okg} o]

HESARBD S e d4e PAdon ofst sl 22
EUMAO] 7189 5202 Rolm itk BUS| 7|9t 7|7 BlUats

& AR U old WS mAsE EFslol TrHad
A1), W Az dlolEEB A AR 4l Fofl YHEIRAE, 7]
29 EU glolelRayle TAsske 2o® ofsfelolof i) meb,
AR ABZAI I THlolE UL WAHOR el Wuk ofe,
AL A BAAl HolE B EANES AFsta e mxgke,

2 @Y ABZARFS SYs\e] oS AN UYS BAY A2 2

27 EU (2012), Charter of Fundamental Rights of the European Union, O] 2012 C 326.
28 consolidated versions of European Communities (2012), Treaty on European Union,
QJ 2012 C 326; and of Furopean Communities (2012), TFEU, O] 2012 C 326 &=z
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2 A A o] e Qs HERA]
At ozt AiQldlolE B 5 S HAsk= A
=A% dlojeRay wde] 87159l Abolch. o] Hali EUQ| vl
2o ZASL Qe 2oke] Uto] what TFEU Aoz FAH o= 7
Aol lek All6zE EF AR HA ZAS wEo], EUZL dlofe B
FEA] tel YT Qi A Hojea Yk ol Fa WA
olck. efukshd EUQ| tlojEl R 55~ S3] ol rsAY ~& AL
ol iAol WA Ao 7zsd o, EU JujelA] dlojele] A&

& olFo] AR PEE HPFES] WES WAL "RA 7]
28}917] WhEolTh TFEU All6ZE of4] drfzo]i %223l o]
BT A A3 EYHl W 25 Fsk glon), oleld gl
B BT AL ERAAe] A W A §2 33 EUS] W
E AIAERS gare s Stk TFEU Allex E3T oof whel Jjeis b
olE BT 5t BYA PR/ FAE wolof gty st
I dek Aoz 2016 Hlo|B oo &4 J|H, & GDPRI}
A2 2 FAA7E dolEREA Yl F0E Ak WA 2
7} s

lo

mO

UHHH|0|E{2 S #2|(The General Data Protection Regulation ; GDPR)

1995EXE] 201849 597X, dlo|g] Bz o| B3t EUS] 29 HiHe
7Hlelole o] Heje} weisto] FHRle] MEo} olajgt Hlolelo] AFgae:
ol Tt 19951 109 249 G015 R o] A5]e] A 95/46/ECH
chlo[EEA 2.2 oA ofe] HYto] ofu] 27} HlolHnEe

29 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, O] 1995 L 281.
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Aefsti oiEl 19950 AP0 T2 AATE Apolo]H EE
szo] wzeh Aeldold o] AfES FES B S8 ol
& 2507 Dol s AAYTE AWARCINY Ask AR, Al

=
9 QIEo] AgRe o5 Sl HlolHe] AfRe G50 Ban
on, o]t BpiEe] BUH & $7 Yolg Ko x4 ¢l

s
e %81, EﬂolEilii%‘ﬂd-Ql ETE TP AR

A A=A B2 1 dHloleEare] Aaddl 7Eel Fa3k 719
£ 5= Aoz Q=wdeh AufFog, o] 7158 2001 ZOF %

o F7re) Ao ofalf CoEH o2 SE M. o= 4 &t +
o] M=ol mxj WA L2 SHAA FE= Tl HoAE:
HlolB E e 2|2 EUOl| AAlstal 284}l glo]g HoAi
ek 2P EU BAI=o] whebA, A2 Ao AEEA] ghom,
=] 7o R HA|stE ook Btk 27hulsHA, Sd=E2 A
2= WAl O‘OW AFEE 7R Qe AHe bt 2ot
(3 SEe HosPE HE8lEs AEsiSolle 25kl dA==
sl d=EolA E}—E—ﬂl HASE A o2 <l EU Ao Z2A vt
glolel el Y=L 7ol EE el | o] oA

I
o
fijo
e

¢

30 B9 Al Zi 197090 Al Hz2e] glolelnEylS Aegion] of= g Fout
XLQ—E]O“:} /\°l‘“° 1973\d0]| Datalagen& AL, UL 1976 Aol AYd|olE]
B F H(Bundesdatenschutzgestez) & B O, ZekA= 1977 0 HFFE], otd 9
ZG-of] HoF HE(Loi relatif a ' informatique, aux fichiers et aux libertés)-& JEHFHT]
ol A= 1984 0] glo|E] EE K (Data Protection Act)©o] ZEHE|QIc) npx]ato g2
== 1989 0] 7SS (Wet Persoonregistraties) = A EiGIC]

31 CJEU, Joined cases C-468/10 and C-469/10, Asociacion Nacional de Establecimientos
Financieros de Crédito (ASNEF) and Federacion de Comercio Electronico y Marketing
Directo (FECEMD) v. Administracion del Estado, 24 November 2011, para. 29.
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A=A Ao e Al Y] A szt SRtk vpAge.
= 1990 FHE A3 2 o]F AEI|ge FHiRE HIr) Ak o]
2et olfirE= T & wl, EU Hlo|HETHe| 7o 24

o] /¥ 7] AH3k =9] £of 2016'd 4o GDPRZ A &Hs}
Al = Ak EU HlolgEaqR ) ddjst da/do] it == 20094
22937} Aeldold ®Bo] ZlHuUe 9t vl HAA el o
A4=H8 2K public consultation)of] 2h=3FHA AJZFE ATk #2191 2012
d 1Eo] wE ALl Qs ;=L 7 2JS|ef EUC|Ake] Fhof 2
ol A o] AIZE| 9Tk Y &, GDPRL 2v9] Hupr|7He
TgaRek 1A 20181 59 25900 9HA8] 2§ TRssiEon, dlo]
CEERE L) ﬁ%leH‘”Ek

20161 GDPRO| A&l EU Hlo|H RS dAtislsto] Hx|d Aldh
o A - Ate] A B A wEoll A V2SS EEskes dl Addst
7| gk GDPR2: H|o[E| Aol A 1% 34 A2]3} glo|ef54)|<]
Y5 BEsla WAARIE E3E 24 50| txiel @ tEEo| o3t
dlol8 HEE Uastel, AT AIA dlolH RN AR st
M=z dlolEolsde &3 }UIL AP LAS el sk =2 9
F5 =gtk EUHo| M2, 312 (regulation)2 X H 02 g 7hs
st, Sld=e] oY= %&E s} | $=th wEbA GDPRE EU ZdA| o
A T dolEaRS Aledteh o7& EU dAo] 24 dye
glolB Haqile ThEofyd, “tﬂolHTiﬂ”EHi’J A =GRkt Al
o] o]YS A& Sl WA T e SHTh

Z12{uf, GDPRo] 23] A gE|r2he Q"J% & 71 =7 olHET
W o Aol eds] Felstes fAshe 7HH, 4 (recital) 109]
E4 Aol tigh S vt AoR oitEch o)A gE 5
8 A ¥2], 1A o]Ao] AjlefA Fofshe ARt Hels 249
& e A, the AEolA AAEE 2 ' Heoll Bt
AR 5 7HAIAL Qltk o]ZE EUCl ™ E 7]%dofl A-8%H,

i‘%
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EU A=A @2 AEED 9 Z2AX7F EUS] glolg A ofA] Aje}
U AEIAE AFsAY B 252 dEHE RUEPsk: dole A8
ok 29 8] 71sr|gEe] FHEARCIA 8 HheS AASkL 9l
A gk o] EU MASS BRshal Ql7] Wizl of2fdt 2250] EU
dlolE ool 285 W sk 22 MIE Hog BAgsia ¥
Aot AR e BAs] A8l Fasict

HEIGHO|A Q| HO|Ef E& - X|&! 2016/680

A2 H doleREAHe 2Bl tlojg HSAAE 83t o
A= oAl GDPRO] Aef o & TS ZF3t=| Qi HA|H dHlole a1
O] A-gH Q= Ao YA A OA] o] R\ 2= Dt MR
0]€]o] FF7|He| SEo g ARtE Stk webA HlolE H5el T1uke]
gl o]e] Atojo] Hagt ey W 3 DAkl 53] 5 Hopoll
WA AL sfjgstr] el S Ago] a4tk

o] BAIE AR X%2] EUTHS FARAOIA Y] 42 I ARH 32
AANA A ZHIdolE Q] BEof gk oSt A7 2008/977/JHA
Ack Fz 9 AP dlolEl7) Fe=E (ol wekd wiolgt 11 S0l
Ag=]qley. MRl ozt hldlole o] S Al 1 A8 9ol A]
A €] =] et

HE ] o, AR Adolut 7|4 s PO A HHOR k=
e Ee] Addlole Aol TE Adle] Hoel o]zgt glo]El Q]
o229 o]Fo| T3F 2|7 2016/68032(0]= AR W FAAH 7T o]

32 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, O] L 119, 4 May 2016.
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Sz oz Q18 )e] o] A= ARt o] A GDPRI} H3Y
slo] xeiE Aog TRAA 2008/977/JHAS HR|skon, W
Ao AR JHQldolE] RIA|=E 5k THH, 352 ebd ¥
tlofe] A2je] 4= 1Asteick GDPRE 7Hldole ] Aol v
sto] 7HQlE H&stal, EU SufellA 223t glo|e ] A{F2e o5
BAyst7] Sl AukAQl YRES Hshe Wi, o] A3 FAREAl 9
A AT E ZoflA dlolH HEE 93t SHE 4SS
Atk el MEY o, AR A B 7|aE FAoR )
elelElE A2lst= -9oli= AKX 2016/6800] A&} #ak7|o]
371 52 o]¢le] HAo g HlHlolEE Aesh= A-f-olli= GDPRO] w}
2 VA7 282 Zloleh. T (olAtel 2 E A 2008/977/HA) T} 2
2], 23] 2016/6802] 281 ¢l= a7 He] ot FiQluolE o] =i
A 27 g, 3= 71| o|2fgt dlolE o] wete] HetwA] ¢
=tk E3h o] MF2 7iRle] Hejeh Het w Ae]o] At F4 Ao
o] #PE& olFHL FIth

ol e, AMolAl= AAulolE ReHt HlolE Aol wih 34
Y& ZIskaL, GDPROJA 3t 182k A&e HAs] wEct 71219
et AEZeofA Fite= oF- o & 5o, dlolg Hk taiel Y9
CEZEo] o3t glold H3, tlolg X3 $A -+ GDPROJA|9] A
ool fAabsith o] A EFE MW7 HEY] Z2updF 7 A
B3 o] FHQleAl 53] o] & 4 e AAT A28 71eA A

£ ekl sidsiHal gty ZRuklRls E9ste] Asehd A

n

HE A

eloflul AT AHL AHAOR FHHolof Tk EF wgEo|Eof
Nz o Hek olejgt AR Aol FAE AR S 2
o gk olejgt Aeli ofE Aol chal ApHE ZefsA o Hek

33 Data Protection Directive for Police and Criminal Justice Authorities, Art. 11 (1).
34 Jhid, Art. 11 (2) and (3).
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3t o Aol A=Bee] WY S
of qlrh. AESHE Holgnsitye] £48 1
2 sapsks AyAet AUoA Peln xisi], PE7n Beg
dlolel L EaRHE A gshor ek
A7 9 Ay BofolAe] Alelolee] e o)A Sy Bk
7ake] S wolof Sith. il Ew A ALt WY W BAE
Al] SgejolE HEA A BF KU/ RAAGY] 2AS T 249
of ek
72 W G deleRax el oo +Y8 F2 U Ay g2
of WfollA] Hlole] MelS S5t SUAEE Ageld AAls Z1eHc

o
N
L 1
s %
o,
43
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1o ©
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OD2OIHA| H HAS Ao et XIH

(Directive on privacy and electronic communications)

AR ool Bwal dlolelwsipde] Aol Washy 7
SHElIh QIElYL A, mulel AMste] ik, mefolwA] @ 7w o]
HE ol gAe] Uelrk 258 5 YwE ok 2o] Fasich AAEA
xje] Aidlolele] Aeje} mafoluiA] mzo] Teh XA 2002/58/ECH
(Zalo]A] W AREAlS] Wk A EL e-Privacy A2 = 0|5 YE
=oAL ZhIdlolE o] Hek ZHRldlold o] T4 H FAle] 7Y
Aol et 22g AT

WO} Pistol, AABAMNA AFA RouthE Aeldole|
oieh Al d?&ol U= AFRE A 4> Qe s BAskal, Fld|o]

E7} 7], B4 B SulHoR AEX) g 2X)S Haop gk

35 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications, O] L 201 (Directive on privacy and electronic communications or
e—Privacy Directive).

36 Directive on privacy and electronic communications, Art. 4 (1).
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ol Al ZHeddlel® Hsholl tsf SEsfior gt AleA= 5 1 "7t
ZAEolEu Zeto]walo] £AHAR] g nE 4 e A-rol= A
eflAl ZHeldlole HeE FAlslor 2tk -S4l 7Eade Asii=
AL B HEHEoIE O] AH, =, AR e 13 A B k=
A717F A o2 FA|E ook qith. o A2 EJE ARSAP) 5-4J5kA

AN

o= 3 HA s AlES] “iﬁﬂ”olﬂ-ﬂ 3he A5, mﬁrEi IR
Aof| “F7"E AHEL xakslal Q) o|yst Al Aol B2y
X*—J‘j“i*—47l *él“?‘i A7z A 78 AV ETd 2 A

| A o]

A=A FAE AdHlelHEEEe] Bl Fofu|shA
e | HojEr

20179 14 R {el= e-Privacy 2| diABH] {19 AARSAL
*14 AR E53 by Eoof #tt F2AbE 3k o] TN

g2 AsAlE Eske Mate GDPRo| met 3E A= dofE
HoA e} AT Ae SRR ok 2L 122
A8 Aok e A2 3L =2 AEAl ReE FRe
ZolH, SAAEARE 7192 EU Aol 23 geh, 2 A 5 o
A W] SARRE oloe U Aolnh rkEale] 7EAel Het
T7EUES ePrivacy A 3Jo] HFEA| o= AAREA AHIAE Ak
MZE SFololEolAle =3 282 Jlolth. FA= W54 F4lA
HIA A FARS ojAF o 2 itk Skype, WhatsApp, Facebook Messenger,
Vibere} 2 MH|AE o] g5t HAXE Hui7u dekE A, of= %t
OTT AHIASE ofA 41212 W efoll &8 =L, dlolg ©3, Zeto]

A

o)

ll‘

37 Ibid, Art. 4 (2).
38 /bid, Art. 4 (3).
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72! No. 45/2001(Regulation No. 45/2001)

glolEREA AL U SgaSol e 489 4 9l7] wiel, EU 7]
Bt 7170] Alelole] Helg $13 Hely g slsty] et 57t
el kel Wagich #EA Zle @ 717e) Alelols Hejoh
g Mol BB Ul o]t HolEY AfEE o] B FHEC
No. 45/2001(EU7| ehelo]l BB H)o] o] TS S-ayhe

T3] No. 45/2001& ¥t EU glole] MERAS] A2e Wls] 24
ahel, olefdt YA EU 71 @ 7|97} 1 /1S WA sk

—_

27 7HE7)8e) SR olE R EZHEPHEDPS) S AR ae). EDPSE 7=
Tk} BU 713 9 7170 AQIElol Mg 7hAlska, Hlole Rty
Sltolels ol Tie MRS HHSIAL £ARE g Hojwa gk
EG A2 AIATE dlols Heloh TR YR Aol
ol=277 Feldlole) Hao] et mE Aol tha EU 7] 2 77
o AHE-S Al

20179 19 %9198 BU 719ke] dlole] Hele] wat Aze 7
ke Az on, ojzlo] W FH W51 B Aolch c-Privacy 7|
o) A3} np7 A2, 73 No. 45/20019] A3L GDPRO wke} 42
B Az doly BIAAIeH 1 S Arislsi TXAZ Zolth

39 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data, O] 2001 L 8.
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1.2. JHQIC|O[HESHO| CHet Xiet
(Limitations on the right to personal data protection)

+ Zjelelolel e oy Aelsk ouck Uk
Y 88 meab) 9 Bed e A + Aok

- APEE 25 R Aol wael gt WSS ARel] ig 2
ECHR A8z 2 2% Als22Al1 3ol dA=le] Uk, o) Azt EGHR
W CJRUS| #alE $9) wHslw shslo) gk

+ Cobdofelrao] vz, Addulole Azl e 25U diet A
W 2ol sfetul, chewt e ASolut SuE 4 gk
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Holl HiFt ARk o= 22 T°ﬂ‘?l Zﬁ‘ﬂ”—i%‘ —’F

« EU7} Iske dub o]9f9] 54 E tE AR dF] B39

g Aszol nhe Aeleole] M5 o] sjEAe HejH Hel7) ohjet
“Apglel A o] 7)1t gtste] efsjojof Jheho otk webA W
Rs2ZEAI T The0] Hoo] B ATz 8 Aszelx T Helol

Al disl] At Fae 5 %Sé A2 =, 11 AIje] HE
&

O

oJal g Eel 9L, 25 AE B Aol 238s EFoh, vEge o
Alof wg} estal, EU7Z}F Q1A4SH Yuk=
del % ARE R gesdo] 14

e}
>

5
o

4 0]o]9] BA Fi= thE AR
o7 FFHEE= Aotk npt
A& ECHR AJAHlo|X= Algzo] ofsf dloje] Barl BArw|m, st
B2 Fl7] Slste] Fast A 1 dee] S AR 4= Stk
o] 2 ECtHR 2| oA 3l|4J3t Hie} o] ECHRO| wh2 7HAdof st
23 A% A2zl w2 AeE gHAo] 2 Uit

. ECHRO|| 2 Fdgt 7M99] oA
(Requirements for justified interference under the ECHR)

ldlelelE Agsh= 22 ECHR Algx2e] Ho g W= o84

40 o7, CJEU, Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR

and Hartmut Fifert v. Land Hessen [GC], 9 November 2010, para. 48 2=

41 Ibid., para. 50.
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o] Apge EFdel digk 1HdS AT 4= ¢ EHZ QoA At vkt
Zol(1.11l ¥ 1.1.4 =) EU HAA L &2] ECHRE 7lQlHlolH o] KT
£ 9] 712 R ERIsHA] F=th @38 JHQlIH|olE S| HE= AL
e 25| wet How= e RS FAR webA, Aiidle]
9] i%ﬂl% EFrehs oYt &5 ECHR Al8xo] 48190l s
A o = Qo AlsxrE HsE7] flsiAe WA Ael Ee= TR AL
Aygho] %‘611510*—’:—%1 o] 77t AA=|ojof gith. ECtHR2 & 53l
AR olgh= THEE AL 3 P91e] SHAE EFels |
2 E o R thFo] gtk ®3F AjIdlolE o] Ho= A E2Fde F
Q3 FEoletal wstqley. 1eu, ARYZol gt 2 iAo £
3kl K 539 A7t I AAR AR wEt BEw= e Ml
= A2 ofyth

ECtHR-Z £A19] A2|&tgo] 7hR1e] M EFHo F3E vA=
AORE Wiz A9 IHo] AGStE=A] AHE AR A E5d
2 Al @7t obet o2 Fedt o]e] 9 Hel- oA ERIA
oholut ARE] AA|(Feh o] Aol & 4= v} -¢F P skl 2315 ©]
Folof gtk

Zbol Aet B 4 i A 24 chewt 2

o
o

A

iy

Hof| 281510{(In accordance with the law)

ECHR O] ghefofl whzul, dAd H4e 2k Supgzge] 243 4
© ZH3e el A Aotk 1 WL TARelA WA FHsET
Fabo|| gjs)] o= 7153M3” Zlo|ojof it} FAL “ojwl sjolo]- &

42 ECtHR, 8. and Marper v. the United Kingdom [GC], Nos. 30562/04 and 30566/04,
8 December 2008, para. 67.

43 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para. 50; see
also ECtHR, Kopp v. Switzerland, No. 23224/94, 25 March 1998, para. 55 and
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21 TPl - AN FEL FEY  UES F2
3 AUskA AT A o E SRStk Tk “olsk Bestel o

AVt Rotaru v. Romania AZ60) K, 371 Fapjo} A7)

o] 10] AIHRI B7l TS A5 oS HTHs o] AMIE
2570 Welg gk ECHRS o] Frlebno] Agke:
ujAls wle guutle] 47, V1%, Hushs AL s8R, 7w
o Aol wha} T1ejgt Aske] WAo] AT X ehokria WA
o oA, Ee Helek 4 s Anel 48, RIS H
2= Qs Tk W Tefat 2 3 4 Qs Aol uke)

of 3 AAS TASIA Uolth Wb ARk o] ECHR A8
ol WHE o) E7Ms A S E45] Uoron], of x| vt
otk AW

P

2

Taylor-Sabori v. the United Kingdom AFAATO|A, AEele Azlo]
ZHA Aol Holgsie AR ATle] 5710 HAES ALE
3l LoAl HEE HAIKE 7t2A = ek Al vk &

d

ECtHR, lordachi and Others v. Moidova, No. 25198/02, 10 February 2009, para. 50.

44 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para. 56; see
also ECtHR, Malone v. the United Kingdom, No. 8691/79, 2 August 1984, para. 66;
ECtHR, Silver and Others v. the United Kingdom, Nos. 5947/72, 6205/73, 7052/75,
7061/75, 7107/75, 7113/75, 25 March 1983, para. 88.

45 ECtHR, The Sunday Times v. the United Kingdom, No. 6538/74, 26 April 1979, para.
49; see also ECtHR, Silver and Others v. the United Kingdom, Nos. 5947/72, 6205/73,
7052/75, 7061/75, 7107/75, 7113/75, 25 March 1983, para. 88.

46 ECtHR, Rotaru v. Romania [GCl, No. 28341/95, 4 May 2000, para. 57; see also
ECtHR, Association for European Integration and Human Rights and Ekimdzhiev v.
Bulgaria, No. 62540/00, 28 June 2007; ECtHR, Shimovolos v. Russia, No. 30194/09,
21 June 2011; and ECtHR, Vetter v. France, No. 59842/00, 31 May 2005.

47 ECtHR, Taylor-Sabori v. the United Kingdom, No. 47114/99, 22 October 2002.
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éditeurs (SABAM), Opinion of Advocate General Cruz Villalon, delivered on 14 April
2011, para. 100.
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EDPS (2017), Necessity Toolkit, p. 5.

CJEU, Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and
Hartmut Eifert v. Land Hessen [GC], 9 November 2010, paras. 89 and 86.
Council Regulation (EC) No. 1290/2005 of 21 June 2005 on the financing of the
common agricultural policy, O] 2005 L 209; Commission Regulation (EC) No.
259/2008 of 18 March 2008 laying down detailed rules for the application of Council
Regulation (EC) No. 1290/2005 as regards the publication of information on the
beneficiaries of funds deriving from the European Agricultural Guarantee Fund (EAGF)
and the European Agricultural Fund for Rural Development (EAFRD), OJ 2008 L 76.
CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
tfor Communications, Marine and Natural Resources and Others and Kérntner
Landesregierung and Others [GC], 8 April 2014.
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121 Explanations relating to the Charter of Fundamental Rights, O] 2007 C 303.

122 ECtHR, Vereinigung bildender Kiinstler v. Austria, No. 68345/01, 25 January 2007,
paras. 26 and 34.
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124 CJEU, C-275/06, Productores de Miisica de Espafia (Promusicae) v. Telefénica de
Espafa SAU [GC], 29 January 2008, paras. 62-68.
125 7bid,, paras. 54 and 60.
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126 [bid., paras. 65 and 68; see also CJEU, C-360/10, Belgische Vereniging van Auteurs,
Componisten en Ultgevers CVBA (SABAM) v. Netlog NV, 16 February 2012.

127 CJEU, C-461/10, Bonnier Audio AB, FEarbooks AB, Norstedts Forlagsgrupp AB,
Pirattorlaget AB, Storyside AB v. Perfect Communication Sweden AB, 19 April 2012.
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129 Ibid., paras. 52-54. See also CJEU, C-275/06, Productores de Musica de Espaia
(Promusicae) v. Telefonica de Espafia SAU [GCJ, 29 January 2008, para. 58.
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130 oA, Financial Times (2016), “Data is the new oil:- who's going to own it?”,
16 November 2016 ZF%

131 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafiola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GCl, 13 May 2014.
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Hessen [GC], 2010
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(a).

137 General Data Protection Regulation, Recital 26.
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138 Ibid, Art. 1.

139 /bid., Recital 27. See also Article 29 Working Party (2007), Opinion 4/2007 on the
concept of personal data, WP 136, 20 June 2007, p. 22.

140 ECtHR, Bernh Larsen Holding AS and Others v. Norway, No. 24117/08, 14 March
2013. See also, however, ECtHR, Liberty and Others v. the United Kingdom, No.
58243/00, 1 July 2008.
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144 CJEU, Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and
Hartmut Eifert v. Land Hessen [GC], 9 November 2010, para. 53.

145 [bid,, paras. 52-53.

146 1bid.,, para. 87.
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Integratie en Asiel and Minister voor Immigratie, Integratie en Asiel v. M and S, 17

July 2014, para. 39.

150 See, for example, ECtHR, Rotaru v. Romania [GCl, No. 28341/95, 4 May 2000, para.
43; ECtHR, Niemietz v. Germany, No. 13710/88, 16 December 1992, para. 29.
151 ECtHR, Barbulescu v. Romania [GC], No. 61496/08, 5 September 2017, para. 121.

23 g0

109



FHUOIHESY

BT, S 7pEo] mgele] WAl W Mo FAL wiE

Sl 2N ST olHt TRk 2319 wsieh 71Kte] BAG

o] kol e AHska S SPAYAE SulsHES HAHoF 3

o ujel st Aol oie WAE Aol BoAolgln EGHRE
iel

ot
%
%
=)
k
o
(o]
=2
=)
0
rir
;
oo
&
2
i)
o
(o]
0,
>
ozi 0
N
N
2
of
jﬂ

2
rE
_O‘L
i
2
2
H
>
mN
2
lo
Hu
i
o il
ol
o
N
do
ol
=2
e
rﬁ
o
N
N
R
>~
2,
rE
N
-

i
Q
-
=~

rl
J-LI
=
N,
i

|
S
o
—Ll
ro
1o
_,t
0%
ﬂlh‘i
WE

o Kl
>,
(i
ol
)
mlo

X
2
ol

CoERH R ob 2t EUHo A= thadth g2 ¢ FHe 7ol diet

dolEl s =gkl Qo

/g
« Aiglo] ApEEIXL Rtk FobAel £ALE B

+ o] guz Aglo] AW Y THsa A
E3F
7} 37R1%] Qlobdl 4= Q17 Sk WO o] Amo] ofs) AlEg

4
do
ol
1o
2 O_>E1‘
H
rr
l‘l(‘ Jo

Fulolel o] wheh $UT PAOE BEH
AR AT AR el B ol
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153 See ECtHR, Amann v. Switzerland [GCJ, No. 27798/95, 16 February 2000, para. 65.
154 General Data Protection Regulation, Art. 4 (1).
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156 CJEU, C-275/06, Productores de Misica de Espafia (Promusicae) v. Telefonica de
Espana SAU [GC], 29 January 2008, para. 45.

157 Former Directive 95/46, Art. 2 (b), now General Data Protection Regulation, Art.
4 ().

158 CJEU, C-70/10, Scarlet Extended SA v. Société belge des auteurs, compositeurs et
éditeurs SCRL (SABAM), 24 November 2011, para. 51.
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159 CJEU, C-201/14, Smaranda Bara and Others v. Casa Nationali de Asigurdri de
Sanatate and Others, 1 October 2015.

160 CJEU, YS v. Minister voor Immigratie, Integratie en Asiel and Minister voor
Immigratie, Integratie en Asiel v. M and S, 17 July 2014.

161 ECtHR, M.N. and Others v. San Marino, No. 28005/12, 7 July 2015.

162 General Data Protection Regulation, Art. 4 (1).
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164 CJEU, C-582/14, Patrick Breyer v. Bundesrepublik Deutschland, 19 October 2016,
para. 43.
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165 Former Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data, Art. 2 (a).

166 CJEU, C-70/10, Scarlet Extended SA v. Société belge des auteurs, compositeurs et
éditeurs SCRL (SABAM), 24 November 2011, paras. 47-48.
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167 Explanatory Report of Modernised Convention 108, para. 18.

168 [bid, para. 17.

169 ECtHR, Peck v. the United Kingdom, No. 44647/98, 28 January 2003; ECtHR,
Kopke v. Germany (dec.), No. 420/07, 5 October 2010; EDPS (2010), 7he EDPS
video—surveillance guidelines, 17 March 2010.

170 ECtHR, P.G. and J.H. v. the United Kingdom, No. 44787/98, 25 September 2001,
paras. 59-60; ECtHR, Wisse v. France, No. 71611/01, 20 December 2005 (French
language version).

171 ECtHR, Von Hannover v. Germany, No. 59320/00, 24 June 2004; ECtHR, Sciacca
v. Italy, No. 50774/99, 11 January 2005; CJEU, C-212/13, Frantisek Rynes v. Urad
pro ochranu osobnich idajii, 11 December 2014,

172 See Article 29 Working Party (2007), Opinion 4/2007 on the concept of personal
data, WP136, 20 June 2007, p. 9; Council of Europe, Recommendation No. Rec
(2006) 4 of the Committee of Ministers to member states on research on biological
materials of human origin, 15 March 2006.
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173 General Data Protection Regulation, Art. 4 (13).

174 Ibid., Art. 5 (1) (e); Modernised Convention 108, Art. 5 (4) (e).

175 General Data Protection Regulation, Recital 26.

176 Article 29 Working Party (2014), Opinion 05/2014 on Anonymization Techniques,
WP216, 10 April 2014.

177 General Data Protection Regulation, Recital 26.

178 Council of Europe, Committee of Convention 108 (2017), Guidelines on the protection
of individuals with regard to the processing of personal data in a world of Big Data,
23 January 2017, para. 6.2.
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186 CJEU, C-101/01, Criminal proceedings against Bodil Lindgvist, 6 November 2003,
para. 51.

187 Former Directive 95/46/EC, Art. 8 (1), now General Data Protection Regulation Art.
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188 Modernised Convention 108, Art. 6 (1).

189 General Data Protection Regulation, Art. 10.

190 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, OJ 2016 L 119.
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191 General Data Protection Regulation, Art. 4 (2). See also Modernised Convention 108,
Art. 2 (b).

192 Modernised Convention 108, Art. 2 (b).

193 CJEU, C-212/13, Frantisek Rynes v. Urad pro ochranu osobnich idaji, 11
December 2014, para. 25.
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o] gls 49— 183 A& «et v &4

7 e A -olEfRt ARlblolE e e SRRl At

194 CJEU, C-398/15, Camera di Commercio, Industria, Artigianato e Agricoltura di Lecce
v. Salvatore Manni, 9 March 2017, para. 35.
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2.2.2. At=38tE H|0JE M2|(Automated data processing)

Aok A|1083 % GDPRo| wh Hloq Mt 5] AHEste
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ZeolA, oA dlE Sl Aelg AFE. Wil /7] Ei efeE Y
S8 ol AR 45he B Ailelole Ml EU % Cok o]
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AV Bodil Lindgvist AFA1972 QlE|UlH|o] x| Ato|| Fu|of| 3+ &
Hof sl o]Folut Hepizel 42 tE sHoR o AlES
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AR AT ol ol e R o S, dapay £2 2
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$ﬁfﬂi1%M6ﬂB§ﬁHﬂ%9]Qm1ﬂﬂHQ‘ﬁagiEﬁf
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A Google Spain SL, Google Inc. v. Agencia Espaiiola de Proteccion
de Datos (AEPD), Mario Costeja Gonzdlez AF7A1990 A, Mr Gonzalez

195 General Data Protection Regulation, Art. 2 (1) and 4 (2).

196 Modernised Convention 108, Art. 2 (b) and (c); Explanatory Report of Modernised
Convention 108, para. 21.

197 CJEU, C-101/01, Criminal proceedings against Bodil Lindgvist, 6 November 2003,
para. 27.

198 General Data Protection Regulation, Art. 2 (1).
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B ThAa ), o)Fol FAlIle] Ajlsh o] AA| <ol
A AL, 1S sk Tefet dol8E s I A
Aol A, 23 A9l dehls ANan B8 e
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2.2.3. HIXts3tE HI0|E X2|(Non-automated data processing)

& dolel AElol= 3t glold Eerh Hasi

EURo| e dlole R Asshd dlold Aot = =] g=
o whebd EUHol w2, giojE] Hoe 5 sdRPALH, & S5}
A TR FolukdoM o] Feldole A2of e Akl sk
sARPALEE AQlElol Hee ERstel 54 71l wet dAlA
7l siF= Alaglolth S S0l agele] T 193t AeE0]
T2 F7Re] He Ui 'L e dupieoR AREo] Sls A
F7Feke Alse Foluhds AR, 11 32 EU glo[HE oAt
o] AE5= 75 HIHALHS sl 2 Zloltk o™ Hlojg K

199 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GCl, 13 May 2014.

200 /bid., para. 28.

201 General Data Protection Regulation, Art. 2 (1).
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57} S ol gt that 2k

dAe] AQlgolele] 4% olfo] Wadk 4 ks A Qe
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dlolg Mgl St %ol uek AT S QAL ANT 5 U
2ejst wlole|o] PR Ug Held AlElolelel tha) s 2}

o B Uue] AL JuITE T WAL Sk

2.3. 7HQIG|O|E{Q] O|ZX}(Users of personal data)

| Sy

+ ER1] AolElolE Aelo] S 9 BAS ARsH A Holenay
e AES 7L He) ofg] Aol W o HE el T AES
278 & ek

BRI E AESHE tAlste] AIdelEE Helshe Aelel E
glofe.

» SR Hole Hel AA|Y S8 L BAL ARsHA AESe} ik

- FHIgolEt BARE ARhe T el

202 General Data Protection Regulation, Recital 15.
203 Modernised Convention 108, Art. 2 (b) and (¢).
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2.3.1. ZAEEZE22t T ZM|M(Controllers and processors)

AEZY Z2A|AM7} "Hihs 2] 7 F83 Ak= glojgESH
off Wb ZfAke] o Fofl thigt WA Fgloltk IxhEoM= BHE
o]ZE A E= jQle]al, FEFrolAe HE 7otk Holy A
EZeet gloly ZrAIA Alolofl= AERt Zpol7t Stk &, A= A
2lo] =4 gl WS AAshe ARl B Hlola, S A=
Aol e HEZE diilste] HolHE Aeshs Al Ee
th fzAem, Aol thet SAIS AAlsoF sk, WA e
of ofo] theh MY A= AR Hlold AEEH oIt 1Y
sHe] fFHor ZrANE oA AESHAA AEHe= B 84ds
=rsflof & o7t Qlek oIS &1, GDPRO| whe} ZRAA= 1o wf

2 ojro] 242 gzalr] o) BE W] HUEel /1%L fA

L
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o
ki
f

of qhthat ZRAAL E3F X2|o] Mok WA 9t AEat /)%
2227 2XS olska s B AlA] dole RanAE 9

5,200 tlofE Y-S HEZeOIA SEafjof k7

204 General Data Protection Regulation, Art. 30 (2).
205 Ibid., Art. 32.
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Aol Hele] Bl 9
AFAL] A 2t Aol
of Aol wew, 4ael

olek. ek, AR9ZANEE Aole] AAALE 1) Mk Qb Al A

178 AESeR A5k Flo] 94 EHlojo Fep 1 s gk
o2 Bl RgES ARAS Bufsk SAp} 57 Hobe] wE
YRUBY| HERSS Y- fH3H AESYo|H] AAZ BES A

8513 FAFH: GUMUAL AESe} opel.

AR ApRlSunshine) AFe] T A7 AlEARE: $1 Hole]
2 Heig AZold A Aol HUSo] ohet ALt el
3 Helo] AESe} Hek nbE AL wAe) ARl §7) o)

ol AEZ=E 2@ + gt

A1 EUY Bl CoEW o] wieh HEES7) & & Qlr T2k
AR ARI0] Al A Ehgolut 7L SEat Bhsto] BRjlel wet
dlol8E A2 wl, GDPR Bl 7§ =eF A|10820] gl siFstA] &
o, HEFSRA R gheth2 A4l 7 3 FReke] ARde
Zled A d7iek 7 el AAVIsE Haske AldlelAle
ofget FFE2 &t AMUAR] BEY e QAL Wl VAR

o 5% 9l7] g dloleRET o] HgA|elE 4 9lrk GDPRS E

206 Ibid., Art. 37.

207 Ibid, Art. 33(2).

208 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of ‘controller” and
“‘processor”, WP 169, Brussels, 16 February 2010.

209 General Data Protection Regulation, Recital 18 and Art. 2 (2) (c); Modernised
Convention 108, Art. 3 (2).
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sk Aol HA olHgX: ek W] L] A
Q1A ohw FhAta Rl ZQIAE ARkl el Glek23 Aol ALt 4
92 Zvlo] gl TE-L sbat WAl S 4 gleka wheha, dlole)
219 TR % WIEsL Rl HRE BES AABHE 49, AL
(2_.% HE. Eii 7k Z?ﬂ- = Oh;]_ ;qg] __4 0-17(-10]741/]- /KI-O-U(-I A—]
7 olofl, mejslofo & E Tk ai= AIElo]El7} thie] Aol
o1§ 7RsFHES o] QA 1Y A et 1] BAGEA of
stolch. dlo|elua A ol whe weli ARelo] Q1YL A Fol ERlo]
that dlolE S 37 YatolEe] ANE ul dlole o] g ol
2k QgSgick CJEUL: GDPRO wek A3t ARl thef obx] 2
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il

210 General Data Protection Regulation, Recital 18.

211 Ibid, Recital 18; Explanatory Report of Modernised Convention 108, para. 29.

212 See the statement of Article 29 Working Party on discussions regarding the data
protection reform package (2013), Annex 2 - Proposals and Amendments regarding
exemption for personal or household activities, 27 February 2013.

213 Explanatory Report of Modernised Convention 108, para. 28.

214 See General Data Protection Regulation, Recital 18 and Explanatory Report of
Modernised Convention 108, para. 27.
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ARl Bodil Lindgvist ARA2152: QIEUL Fo]x|of| A o] Folut Fulo
ek FEo} o] o aHe R HE Alee dET A HE
Zlo]3itk. CIEU= “IEUlFo]R| oA thefRt AFhe dastal, olF
oy thE o R APdsk= Yos tlolHETAY AB3RA1R210
o] SfujefAe] FRlEolHE AFolAY Ee dFolE ARsA U Y
Moz AZshz ool siuRity i U

of2fgt Zl}lElolE A2l EU HloJE{Eoat7g 2] W ejol ==
= MY e 7P 2ol siEEiAl ket dfuFsh, ol2fRt ¢

i1 AP 7R Bl RlElE Esoltt B
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L
£ Aoz s lolof shztl, FaHY e AdSo] At 4= 9l

=5 Al AAE AdelolE o] A2|e] ol BHs] e

A gk7] wjolcar

CIEU| w2 ApF oz AAE Hetrhiete] g4=she A7 A

ZolA EU HolglHarie] Hguido] E < ik

AR ¢ Frantisek Rynes AFZ2180f 4], Mr Rynei+= ZjARS: B E3517] €

AR GRS B ofF of BTG Al IAA BA

aFoM SAZ AT

s AARE 788 CCTV AR &8 A=) 22 MER
-

215 CJEU, C-101/01, Criminal proceedings against Bodil Lindgvist, 6 November 2003,
216 Ibid., para. 27; Former Directive 95/46/EC, Art. 3 (1), now General Data Protection

Regulation, Art. 2 (D).

217 CJEU, C-101/01, Criminal proceedings against Bodil Lindgvist, 6 November 2003,

para. 47.

218 CJEU, C-212/13, Frantisek Rynes v. Urad pro ochranu osobnich udaji, 11

December 2014, para. 33.
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EUe] wam, A=gel Ailulole Helo] B4 Ul Sue o
o Ei thE AR FFOR AAsHe Ao gojE. 2
ejo] 24o] wket dlolelzl o el olg A Hel| A4 25T

CoERlol mam sjgzel Al0sat HESH S TE wL o)
Yk 250 dlold Helo] Tt SAFAH WIS Jhd Adel Ei
QL B4 713k Aul2, ool Ei s)e 717" 2 Aefgick olelgt
oA Wshe Aelsi dlole et golelo] oie o2yt of
ek ool B 2 ek wheto] ek olefat o] WA 44
A REEA] ohw AR Aol fesher] ol ARPER B
Sk k22

iy
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u:l% > .ﬂ mkm

AFE| © Google Spain APA2242 AFgHR Tl ek 22iE Al
7IARE F2ollA A IS et @ 2|]d AlRle] Al7|RE Aol itk

i U —

219 Former Directive 95/46/EC, Art. 3 (2) second indent, now General Data Protection
Regulation, Art. 2 (2) (o).

220 General Data Protection Regulation, Art. 4 (7).

221 Modernised Convention 108, Art. 2 (d).

222 Explanatory Report of Modernised Convention 108, para. 22.

223 [bid.

224 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GCl, 13 May 2014.
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CIEUS ZMQIzIe] 22t 2A FZo| wlolelnanzl A2zAld
s250] ofn] ol HlolE|e] HAEB A oS AU
CJEUE “HlolElFA|9] AlfHoln A BE"E BAS] S
AEZ A WIS Holg JeRcks CRUE AR
SR BEY B U o AgPon, HolETAY oS
Aol WA S QIEY olﬂxm AT 4 G WAl
594 ANAZE Qe o] 2o & ﬂ EES xﬂ%@ LA 9

ek webA] CEUE 728 AESH 2 158 4 ek 2
T—

Ao i ZRAAZLEU o] AgEs 49, i sl
ool thelole iwet Wast 9lrkz GDPRE Hhejelo] “Ajst o
Aulo] Algat gste] 1 AQlolelt HelE A Ei 1 5ol
SUEYEE oldFA g ﬂ%ﬁ% %] sl AgElofof
Cha A0 heiglo] AR eerhE AESe EX ZaAA
ARl Tt WA 2XE AR 4 ek

225 General Data Protection Regulation, Art. 4 (7); CJEU, C-131/12, Google Spain SL,
Google Inc. v. Agencia Espafiola de Proteccion de Datos (AEPD), Mario Costeja
Gonzélez [GC], 13 May 2014, para. 21.

226 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GC], 13 May 2014, para. 34.

227 Ibid., paras. 35-40.

228 Ibid., para. 41.

229 General Data Protection Regulation, Art. 27 (1).

230 /bid., Art. 27 (3).

231 Ibid., Art. 27 (5).
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B35 HEZE2{(Joint controllership)

GDPRE E o9 AESw/t FFOR Xeje] B2 U ek 2%
o O
% BAL 98 velel HS ) APk ujolck22 ApHxop

AN0SE HHRIAN = Cok AA Wl M et thg AESe} 35
AESe7} Thsahcka Z1&ska Qe

ApozAREe B AESeE AR ok FEE HY 4 9on), 5
A el AR e AESe|o] Fols FUsHA S 4 ek A%
Pehast olelt peAe B o Sl dole A2 AN 35

A7 & FsslA @k wetd] 3% AEge
A ARl T ol5 el Ui 2ol Age Aol ek

B AESe A et FEHYOR ool k2 BUMA
A QA ol dlolHEAL AEHOZ HARES 4 UES 3H7] 913
7 Asgei} ZRAA7L 35 AsseRA o Heli ot nE &
of csl ehaat Aelo] RubE 4 ek AL ofujgicho

AR : ol AL§7|Bo] FEOR Lgsht Aoy 12
|

golellol At B5 AEee] ubHe

L=

=

2] % shpel Lajo] A8 A, SHEL AHA]

o] Hhet Amel AT AL 37 Slof HloleHlo| A A=k

232 Ibid., Art. 4 (7) and Art. 26.

233 Modernised Convention 108, Art. 2 (d); Explanatory Report of Modernised
Convention 108, para. 22.

234 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of ‘controller” and
‘processor”, WP 169, Brussels, 16 February 2010, p. 19.

235 [bid.

236 General Data Protection Regulation, Recital 79.

237 Ibid., para. 21.

238 Ibid, Art. 82 (4).
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orih, ofbAe 9 A1 1
29%ZFEES. 2010 HAEE
ol Ao nE 24 9 : 3
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= Ao 5T = =S 5394 385 -‘,1]6]-01 2= A=y )
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A EZi

AP+ o] 2B} SWIFT AMACIA, 39 Sa7|85e SaAH 24
o dlolel A4S 2857 9 WE TRANZA SWIFTS A&
ek SWIFTL: o2 A8 43 <7 USasE PAZ oz 2
=0 A BT 3 AFEAR|ZAE AR G olefat
AR dlolES vl Ao B A9EAIEE ol A
s}o] AMAS F7ks w] SWIFT AFA1EGl ojug} SWIFTS J83H=
§7 LA/ BUEE )5 7] 57 AT HolHE A A
o i3 Welo] Y= TF A=Be R Holo} shrhs Ao £
t}241

239 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of ‘controller” and
“processor”, WP 169, Brussels, 16 February 2010, p. 19.

240 bid.

241 Article 29 Working Party (2006), Opinion 10/2006 on the processing of personal data
by the Society for Worldwide Interbank Financial Telecommunication (SWIFT), WP
128, Brussels, 22 November 2006.
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I 2 M| A (Processor)

=AY BUel nhEw AESes dalsl] Aeldole s Helsh
L Ao gojErte T et BEL e 1A ¢
U wetos ARt AL Ads] Qubdoln mHAY 4 gck
CoBMle] m=wl 240 ofuliz BN} astch2
ZRAAE BRI 918 dlolg Xe ol=. o Sof A H
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e
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2ol

E=E
L==

ZEEZQ T2MA Zto] A
(Relationship between controller and processor)

ek Al Hloh o), A Hele] B 9 Suhe AR5

AR Aol GDPRZ EUR L S d=io] Z2A|A7} 7iqlH|olE
Aefeles 8514 Y= ot ZRAA= HEET Q] Aol wEbA

e e

d
=

ZA]lElolEE A2 4= 3le #ol2tal F7|shal 24 HEEeel =

o
ZAA Atolo] AR 5 WA B4Rl 8482 ¥E g3o[rh

242 General Data Protection Regulation, Art. 4 (8).
243 Modernised Convention 108, Art. 2 (f).

244 General Data Protection Regulation, Art. 29.
245 Ibid., Art. 28 (3).
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AH| @ AAERIF Y (Sunshine Company) AR = Z2Q-E 7|HE ¢
olE) 2Eelx AR 22kt (Cloudy Company)7} A4k
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o)A o‘ofﬂ HEER = Z2AIAS 24o] diole oy AEE
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ot} upehA, o] HEFe = Za2AIA7F Ale] WS fHlshe
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223 ol s AEEHE sk Aol Jd=dl ol dolEE
A& ol 7MY & HEshe AvE 97| meelth
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EG AESU7} 27190l ZRAA Auls 2AS AN 4 9]
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246 Ibid., Art. 82 (2).

247 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of ‘controller” and
“processor”, WP 169, Brussels, 16 February 2010, p. 25; Article 29 Working Party
(2006), Opinion 10/2006 on the processing of personal data by the Society for
Worldwide Interbank Financial Telecommunication (SWIFT), WP 128, Brussels, 22
November 2006.
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~ _

248 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of ‘controller” and
‘processor”, WP 169, Brussels, 16 February 2010, p. 26.

249 General Data Protection Regulation, Art. 28 (3) and (9).

250 Ibid., Art. 82 (2)

251 Ibid, Art. 30 (2)

252 Ibid., Art. 30 (4) and 31.

253 Ibid, Art. 28 (5) and 42 (4).
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220 ABAF R} B e gojolck GDPR AUZA9ES] oju]o
A 4710l ABAE oRIE dlolElE A W Aegleltt el T
2 713k ool B 7]Ek 717 E onjgith olefdt S0l A=
B LA oJRo) Aol ABAE B 4 ek i g sl
713 o] 2 olt ThE RAjeh o] AEZHt ZRAA Y] Ajgt
A % glek

S0lah ABALY] THo| A AL 24 Holeel FHel B
A golth A=Se ZeAAe] Bugele AES L} Z2A N

31

flo

%

o X
ox

Py

3

4

254 Ibid, Art. 28 (4)

255 See, for example, Modernised Convention 108, Art. 2 (b) and (f); Profiling Recommendation,
Art. 1.

256 Article 29 Working Party (2010), Opinion 1/2010 on the concept of ‘controller” and
‘processor”, WP 169, Brussels, 16 February 2010, p. 31.
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108, Art. 5 (2).

258 General Data Protection Regulation, Art. 7.
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260 Modernised Convention 108, Art. 5 (2); Explanatory Report of Modernised
Convention 108, paras. 42-45.

261 General Data Protection Regulation, Art. 8 (3).

262 Ibid, Art. 6 (1) (@) and 9 (2) (a).

263 Ibid., Recital 32.

264 Ibid.

265 Ibid, Art. 4 (11); Explanatory Report of Modernised Convention 108, para. 42.

266 General Data Protection Regulation, Recital 32; Explanatory Report of Modernised
Convention 108, para. 42.
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270 Charter of Fundamental Rights of the European Union, Art. 8 (2); General Data
Protection Regulation, Recital 40 and Art. 6-9; Modernised Convention 108, Art.
5 (2); Explanatory Report of Modernised Convention 108, para. 41.

271 General Data Protection Regulation, Art. 5 (1) (a); Modernised Convention 108, Art.
5 @) (a).
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273 General Data Protection Regulation, Art. 5 (1) (a); Modernised Convention 108, Art.
5 (4) (a) and 8.

274 General Data Protection Regulation, Art. 12.

275 Ibid, Art. 13 and 14.

276 Article 29 Working Party, Opinion 2/2017 on data processing at work, p. 23.
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5 (4) (b). An example of such national provisions is the Austrian Data Protection
Act (Datenschutzgesetz), Federal Law Gazette I No. 165/1999, para. 46.

292 General Data Protection Regulation Art. 6 (4); Modernised Convention 108, Art. 5
(4) (b); Explanatory Report of Modernised Convention 108, para. 50.

293 General Data Protection Regulation, Recital 50.

294 Ibid.



H3E REHOEESHY F2

AR+ AARQL BARe 3Alo]) th AR CRM) HlojE1E 4
A AR ST AL FRRsE Balo]7] wEel] AAkL S
aAo] efeele] gk A BAS S8 oleldt Holeg e
183he Ze S8t olERAe] SO 5 27149l WA 27
= Bosta oiet el BA BAS 919 AHElH Y 271 X7
3, ARl SRk dlolEFAle] Wel 2 xS glat st
AN E vheisjof gtk AARelo] olaof sk 714 W 24

2o 7bgst =3 4

o

1

N r$ i rl

. OI0|E] Z|A3}t 2XI(The data minimisation principle)

- dlole e Hug Bag 9
ARACIE A2l A2 S200] o2 Yrlont Yoo 9y
Sl ASefut o]5oixlof gk
+ Hole] Al BAPE S olol, Hel 9 A48 BuldHow 7Y 4
Rl

oL
_C'>L
;
o
o
X
(]
il
2
=)
)
©
o
ol
o
i)

4

S B W/EE S7) Ae] Baa wisle] A astn Aol 9
ou] BEstx ohe” dlolEgr HeElojof ks A ¢l Ade
glolEle] WM Azreo] AE AX 248 JGAsH] <) Zas)
of shul, AESelt e L Helh Fpeks B4 o) 2%

UdEe 2 dAs] Algtsior gk

295 Modernised Convention 108, Art. 5 (4) (c); General Data Protection Regulation, Art.
5@ ©.

155



QEIHI0|EE 5

AVl Digital Rights Ireland AFA2960)|4, CJEULE d|o]E]HE2]2]
(Data Retention Directive) 2] 8-S AESIE=T)|, o] X|& XA
F 9 HEel g2 FoEEet A7 fisl AlcddlolEE dar]el
A7) el 3% o8 ARSI uAY HEL] S ol A=
v A=l AQldlolHE BHES] o w7 ES 23A71=
e FAHOR Bt} ol dibolele] BAS IAHOR FHA=
AR R AFolE kL AR)o] "FHHE 2k Asoldt=
Ao wjFo] 1, Algtolut oe]7} o] Fo|X|A] ghal W EdY
doje= &2 Ee i H Be o] AASAE I gides

SHo ulslel Al BAPE G AoR 7Hrw gk

ok, Swat Zetolu] Bob/laS AMERHOEH, Aeldolge]
ol 8- ofdl] AL HlolElFACNA HolES AL S
BaA7le 22(6E Sol, 71HekE BWE A8sHs 2] ZFsaA,
sejolu|A] 182l S Ae] Hrk oL 53] Mk WSt Hel Al
ol At

AH s Al93l= diE e AR ARt ARSAEOlAl U85S
2 3 7= AlFsth o] 7lEE AREA o]5S TIE #Hl=
ﬂ@ﬂiﬂﬁﬂﬁﬂhﬂﬂﬁming%maqanz]
ot ol & AL Hzte]] AXE TR Yol 3 7t
FIAIAF ?&E}. SH7A ¢ o= oATIES FUTE A
59 olFo| x3H dHlo|guo|Aet HAH o R A AT

1l o
ul mg fu

|

I

296 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kirntner
Landesregierung and Others [GC], 8 April 2014.

297 Ibid., paras. 44 and 57.

156




H3Y SEHOEESHS 2 25

o Azgle el WAOo vlolg Hist UHE 245
L 2 Aolo] SHAME MG 4 QA o] RE AT A
A= 9] AQIoIeE. dolellol s sl s Zp ek
oS Sol. BEYN e BT U] 7hSo] GE oIRE Bl 5
Gl k=] o] wisiEe} e Bust A4 ofmlA|7t glow FH

%
o

3 Zlolch. ofajgt AIARLE 7} QA ofH LAAAL ASHEA
71E314] 95 olek. o] YL Flole] 44 Hashsok sHz o
RS 427 o], o|zo] Hast Axe] o)A Mol 2

o] 7 % 9iek

Wk A108% AIS2AT 2 S A F27) dste] 7l
dlolEE A2lslr] figt vlEld 84S 23siar qlok A9 Ke oA
oA wE RE ofsiEA Al
At wrAde] AL EAIE He 7R dE] 9 ARl &8
2 e kel ZiddlolEl s FHeshrkal s ofof e A

fr
> o
ox
%
EN
ofl
el
9
2
(¢}
9,
o &
_q
s
Y
flo

3.4. H|0|Ef &MY 21XI(The data accuracy principle)

- dlolE A AL wE HHgels AESelo] ofs) olaElolo}
Bk
- BRES oles AA| glol AMEAL AgElofof ek

298 Explanatory Report of Modernised Convention 108, para. 52; General Data
Protection Regulation, Art. 5 (1) (c).

157



QEIHI0|EE 5

158

ghsly] 1) lolEg A7) Mo AHskn A4l AR 4

= dole7t gesta #4190 23]
o}z okl S ARE AL A

dlole o] FeHde BT o= oy A7 H29f w2l Hop

AR ¢ Rijkeboer AP0 A CJEU= W= =72{9] gF Algto] ©]
A 2G7F FAEEEA] A AR Bt 7)5e] g A
AR S7hE A=) 8ol et AEE WA sidete A4S 4
EJr. CEU= “ZefolHAIES HlolgA17E T1o] ZHlEol& 7t
Aelslal Al Walo g HE|Ecks A, oA Weby, B3] 19}
wE 7]2 Holgrt Agshal Haksle w0 shEr= A
= 2l o Qlrke As QiR Al A 1™ ths CJEU=
dloTel7} geRtA] glolgAl7E Aad = =S HlElolg o] o
o MAIAAS Frsfiof etrhs dlolHEIAIY M 183

Hole Aol Bae F2 AZE A 2y FoR BABRRH:
O

Zo17] wizoll A% dlolE o] dHlolErt ¥

OLQ_ /\ Oh:]-

299 General Data Protection Regulation, Art. 5 (1) (d); Modernised Convention 108, Art.
5@ .

300 CJEU, C-553/07, College van burgemeester en wethouders van Rotterdam v. M. E.
E. Rijkeboer, 7 May 2009.

301 Former Recital 41, Preamble to Directive 95/46/EC.



H3E FEHOIEHESHY F2 A

AR el tiRt RIS Usol I 715 dud At &
el Ziii FPEHee AR A A EA FHeIE H
oA ¢ "ok ol AARNA, Ul 7%t Aoz HEs] =8
Ue Aol Tstod, 71549 Zleol e F71eo] o]Fod -
At

the shHom, Yolest FAskA S48 A9 dolaFAA
W3 % Gl A S Q18 dolee] Fehge ddlol=sta 3]
How Hshe Aol Ajon Bad 4w gtk

AR REeF et 2371t A8 AR Al Sk AT, 23
2 B Lxﬂ T ALEE H38 Aol o]t Z2LS 3,

ARR1S 487150l At HlolBE E3she SEe dlolEH| o]}
ATk Olﬂid glofefso] 27} Zilel thet FAekslAY 22E Hlo]

B2 AT A9 o] AT FAHA S WS 4 Uk wet
A olefst slolelo] 0] AESe| ety XS s £y

3 weele 7] gofof alt.

3.6. X%} HM|5t Zl(The storage limitation principle)

o AR AR QA AlElolE £7 Bl © o4 Bash e FA

AAEAY ostEofof Fhthe A ofmjgieh

159



FHUOIHESY

160

GDPR AlszA1 & A ez}, nlxlAE, A2k #1085 A)52A43
ezt A olEE “Hlole7t Hes BAe] Bast 71z HellA
dlolelagle] e sgoks Jujz nEe 2 et g b
olEl: TElet AL SARS o AL olgstElolof Gk o]
S8 elolel7l W ol 7|7k Fok BERA| GRS A B 574
U AEE f ASEA AUATE SRRk Tt

5. and Marper AFACIA, EGHR & §3152|3l9] 22l 71719 94 ¢
23} b2 Aok A ¥ W ARE HlolE Bo] 47 B3}
gsfo] Hlgsloiof stul, B8] AULLe| A7HH O Agtelolof 3
2E LTk ARk

AR 1 S and Marper AA30400| A, ECtHR 2 & Ao dijgt AL
ado] 247y REet U)o s FAE HS v o, & A
el AZ, Al AlE Yl DNA Z2go| 7|9t HE2 JIALS]o)|A]
EH|E| o1 SFasirtal THAFICh

Heldlolel o] Ag7Igk Ak dlolEl 7RIS AEe Hgsh ez
g dlojeolut A 8Ech nebAl o ol Waskx] ok dolgel &
WA e doleel ojyals e a4E 4 Atk

To|, ot o} B Bl EA AHE-S 9Ig glolE] Bk 9o
w0 zuh AMGETHY Rk 4717 AE 4 ek glole Ao U

302 General Data Protection Regulation, Recital 39.
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24029/07, 13 November 2012.
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315 Explanatory Report of Modernised Convention 108, para. 56.

316 Ibid., para. 62.

317 Ibid., para. 63.

318 Modernised Convention 108, Art. 7 (2); General Data Protection Regulation, Art. 33 (1).
319 Modernised Convention 108, Art. 7 (2); General Data Protection Regulation, Art. 34 (1).
320 General Data Protection Regulation, Art. 34 (2).
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322 bid, Art. 32 (1).
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General Data Protection Regulation, Art. 30.
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335 [bid., Art. 5 (2), 30 and 37.

336 Ibid, Art. 28 (3) c.

337 Ibid, Art. 28 (3) d.

338 OECD (2013), Guidelines on governing the Protection of Privacy and transborder
flows of personal data, Art. 14.

339 Directive 2009/136/EC of the European Parliament and of the Council of 25
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concerning the processing of personal data and the protection of privacy in the
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laws, O] 2009 L 337, p. 11.
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GDPR ARgHe ®E FH2ldlole] X7t 3
T4 dlole B4} pelE ANEL F4siol
la%B1ZJOHPPﬂ°ﬂIH%“@§ﬂ%
2R el SeE walew M Eojop dhris Aol EAlR
Wﬂﬂﬂ@mPliﬂﬂﬂ%ﬂﬁ%ﬂﬁﬁﬂﬂﬂﬂﬂﬂﬁﬂﬁ%ﬁl
62310, S o] Hlole(E wzhdolE)ol dislA Aozol
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341 CJEU, Joined cases C-465/00, C-138/01 and C-139/01, Rechnungshof v.
Osterreichischer Rundfunk and Others and Christa Neukomm and Jospeh Lauermann
v. Osterreichischer Rundfunk, 20 May 2003, para. 65; CJEU, C-524/06, Heinz Huber
v. Bundesrepublik Deutschiand [GC], 16 December 2008, para. 48; CJEU, Joined
cases C—468/10 and C—-469/10, Asociacion Nacional de Establecimientos Financieros
de Crédito (ASNEF) and Federacion de Comercio Electronico y Marketing Directo
(FECEMD) v. Administracion del Estado, 24 November 2011, para. 26.
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W, gl Hlole] Aelo] 27 =Ae] Fols GDPR Aozolq B
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olo] EA& AUzl Folo] FololA HElo] gon], faT Folo]
gExde ATz AN 71%El] i, HrALsAul2e) Bl
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24004 At mioh o), Bl AfEA FolX L LAEH, 1A
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& i Wek 3 Aglololok stul, BARKE AAEA] FoI8 A3
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ANSE2E S9|(Free consent)

CoE 7Hgz0F #1083 A el o, HlolElFAe] ol “ojwa] Al
o] A2 FAS Lol Bk AgEe Bolo] A1 “go]
EEAE ARAel AEe & 4 L Ve @ 4L B §0IE 5
X ok A Frek R4 odake] $idlo] gl A9 e Gk

olo} Telal BUML “HlolElFAt A Adolut Ahgae Allo] gl

342 See for example, Council of Europe, Committee of Ministers (2010), Recommendation
CM/Rec(2010)13 of the Committee of Ministers to the Member States on the
protection of individuals with regard to automatic processing of personal data in the
context of profiling, 23 November 2010, Art. 3.4 (b).

343 Explanatory Report of Modernised Convention 108, para. 42.

344 See also Article 29 Working Party (2011), Opinion 15/2011 on the notion of consent,
WP 187, Brussels, 13 July 2011, p. 12.
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345 General Data Protection Regulation, Recital 42.
346 [bid., Art. 7 (4).
347 Explanatory Report of Modernised Convention 108, para. 42.
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348 Article 29 Working Party (2011), Opinion 15/2011 on the definition of consent,
WP187, Brussels, 13 July 2011, p. 16. Further examples of cases where data
processing cannot be based on consent, but requires a different legal ground for
legitimising the processing, can be found in pp. 14 and 17 of the opinion.

349 See also Article 29 Working Party (2001), Opinion 8/2001 on the processing of
personal data in the employment context, WP 48, Brussels, 13 September 2001;
Article 29 Working Party (2005), Working document on a common interpretation of
Article 26 (1) of Directive 95/46/EC of 24 October 1995, WP 114, Brussels, 25
November 2005; Article 29 Working Party (2017), Opinion 2/2017 on data
processing at work, WP 249, Brussels, 8 June 2017.

350 Article 29 Working Party, Opinion 2/2017 on data processing at work, WP 249,
Brussels, 8 June 2017.
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351 General Data Protection Regulation, Art. 7 (4).

352 Ibid.

353 Article 29 Working Party (2007), Working Document on the processing of personal
data relating to health in electronic health records (EHR), WP 131, Brussels, 15
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oh357 AR St dolHFATE A7l ol 88 4= Qlofof sm T Ei
Aoz AzE 4 9ok Aol A 7T AL ZadE @2
2], ui eS| 2 5 glofof S ol & wolof 3tk Letel 3

dolMe Asehd ZE FAVE F2 dEFe] 2 5= 3ledl, ole dlo]
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D 5 A 1wl

February 2007.

354 General Data Protection Regulation, Recital 42.

355 Jhid, Art. 49 (1) (a).

356 Explanatory Report of Modernised Convention 108, para. 42.

357 Article 29 Working Party (2011), Opinion 15/2011 on the definition of consent,
WP187, Brussels, 13 July 2011, p. 19.
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CJEUL ZetoluA] 9@ AAEAI] Tt 117 A12z0] whe} Y]
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AT QIgl7) T, ol Plolelzt AN 4 gl ok T
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Ai2ze] that woHol s AAAL Sl whEw Al12zA

358 General Data Protection Regulation, Recital 32.

359 CJEU, C-543/09, Deutsche Telekom AG v. Bundesrepublik Deutschiand, 5 May
2011. See especially paras. 53 and 54.

360 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the
electronic communications sector, O] 2002 L 201 (Directive on privacy and electronic

communications).
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Tele2 (Netherlands) BV, Ziggo BV, Vodatone Libertel BV v. Autoriteit
Consumentation en Markt (AMCOAZ33 2 YA oA] HSHEE
dshe Aol Uigt e 23] ARl Bl bEEE Alss)
o 5 7FdAE A E dlofEof thet AAIAE Algsiete Y]
of sjare] et wE Zolet. MWr|of Sz BHEA Au|LX]|
ZJ3odof] whE o] oEFrh o] sliA= ZHIAE A4S HE
£ TH#5h= Aol Fovt B9 ASEE ddshe SAElA A
ST S 4sks HEAEA AT & xS & Js 8%t
ok gt S HE sld=e] dHd /\P%‘ZPOM] %11194 |

o[BI E AT Hart lotal WelHA olE AR 152 AR
Aol EHE HEgof Fxd C’ﬂﬂ&LHXVEQJME
7F TR el STl F4R CJEU= HHE Afn]2A]
A2 Y= MHA AlgAsoe] AHd Sld=a dAIRe] HEl=

361

CJEU, C-543/09, Deutsche Telekom AG v. Bundesrepublik Deutschland, 5 May
2011; para. 61.

362 Ibid., para. 62.
363

CJEU, C-536/15, Tele2 (Netherlands) BV and Others v. Autoriteit Consument en
Markt (AMC), 15 March 2017.

364 Directive 2002/22/EC of the European Parliament and of the Council of 7 March

2002 on universal service and users rights relating to electronic communications
networks and services (Universal Service Directive), O] 2002 L 108, p. 51, as
amended by Directive 2009/136/EC of the European Parliament and of the Council
of 25 November 2009 (Universal Services Directive), OJ 2009 L 337, p. 11.
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DPSHHX| 942 S2|(Unambiguous consent)

£ ol wusha] e WHOR oo Aok Btk ol Hloly
FAZE A dlol HelE B85 glal S EASHIA ks
el ojalo] glojAiz oF Ert S ojnjgit o|F Sol, woleFA
o] Ralglrt mE ke BojE UehiKe
ol AEZe} “Hsks WA AHIAE olgatomK Aste] el
dlole Aol Folgick o 2o TefolmARR] Ve FoE A
AS| AT ARl AL < SIck OIS B9, A=A AH8AE
o a3 AEA o olefst HAel Folshe AL BAsol &
P
pere) et Aﬂi Aoz EOIE s 49, el Helel o
3t ol AEH0R ool Ao} sfn, ofmt Agolw “Eo7} Foix]
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QlElofof gk

365 CJEU, C-536/15, Tele2 (Netherlands) BV and Others v. Autoriteit Consument en
Markt (AMC), 15 March 2017, para. 36.

366 [bid., paras. 40-41.

367 General Data Protection Regulation, Art. 4 (11).

368 Ibid.,, Recital 42.
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Ots0l Lot =2 Q74(Consent requirements for children)

GDPRE “obgEo] TH 18, 93 9 hda=|e} Aelelolejo] A
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HEX] S2|E A3|& H2|(The right to withdraw consent at any time)

e

GDPRZ QIAIEA] Fol8 Holg 4 gl Aubael Wels Fskn
QLE3T FlolElFAE Bolsty] Aol olest Welo] s BA|totof 5
Ui 2pAle] ZEFo & o] Pal2 AR < 9t} A3 o]2-o] AAE 9

2 stoAA= |, o] gef HlofE o]gelA BlEES & A
L golo] ol dig| FAHel Aol 93] glofof dttt. HolE

1o

369 [bid., Recital 38.

370 [bid. Art. 8 (1) first indent. The notion of information society services is defined in
Art. 4 (25) of the General Data Protection Regulation.

371 General Data Protection Regulation, Art. 8 (1) second indent.

372 Ibid., Recital 38.

373 Ibid., Recital 58. See also Modernised Convention 108, Art. 15 (2) (e). Explanatory
Report of Modernised Convention 108, paras. 68 and 125.

374 General Data Protection Regulation, Art. 7 (3). Explanatory Report of Modernised
Convention 108, para. 45.
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A2k oo TR M(Necessity for the performance of a contract)

EUMe] mEm, GDPR Al 2AIGAbE: At Heje] E o2 2
A, 2 “HolelFAE FApel Akl ol BAG A" S T
QIek. o] 2 EF A A AR o Hrk oS Sol Pa
7 Ak ARSI SR okx] AT gk Aol AR A=t
ghrsolof 7] R 4 Slek & FARF ol efd A 9l el
B AHe@ Bast g A9, oleid Al Ak A2 A doleF
Ae) el met 231 Hsr] Sl BAE S Aol At

Agzer AI08E ASEARTS] ‘Bl FHT FHA A =Ae]
dlolel Hele] Ade Ea “HolelFAlt Al AlKEE: dolel

375 General Data Protection Regulation, Art. 7 (3).

376 General Data Protection Regulation, Recital 42; Explanatory Report of Modernised
Convention 108, para. 42.

377 General Data Protection Regulation, Art. 17 (1) (b).

378 Ibid., Art. 6 (1) (b).
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ZAEE2{2Q| X O|F(Legal duties of the controller)
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379 Explanatory Report of Modernised Convention 108, para. 46; Council of Europe,
Committee of Ministers (2010), Recommendation CM/Rec(2010)13 of the Committee
of Ministers to the Member States on the protection of individuals with regard to
automatic processing of personal data in the context of profiling, 23 November 2010,
Art. 3.4 (b).

380 General Data Protection Regulation, Recital 45.
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(Vital interests of the data subject or those of another natural person)

EUMo] W, GDPR Al6A Ald5e “HlolelZA Lt T Aalsl
o] Zrjat olole mEaly] 1) Wast A9 AAels ek Ay
sfeha st gk olele AR AL et vt ThE WA
7ol Rl Z)23 4 gl A9 ThE Aegle] Frfat ojoje]
Azt AIEIEE 5] SAeIA AV 4 e Woleh i ujzi
el o] B0l olojt Holel A} T the Abge] Frhat o]
Pel] ZAL 4= ek ol oE Hof Ay ©
E Qlmzold] uapAbElrh Qs Aol SR

CoBMjo] w2, Hlo|EFA|S] Frat o]o} ECHR Aol o]
of 9IA] otk Tefik AHIElolE Helo] ARAS thk Aok A
1083 AlSEARE] AP A S Aol HlolelFAY Fot ole]
o §Eulo] glrki Zh5ETs

2ot BX H5HO| SHAKPublic interest and exercise of official authority)

39 225k ole) /K53t WE efE ), GDPR A Ak

381 Council of Europe, Committee of Ministers (2010), Recommendation CM/Rec (2010)
13 of the Committee of Ministers to the Member States on the protection of
individuals with regard to automatic processing of personal data in the context of
profiling, 23 November 2010, Art. 3.4 (a).

382 General Data Protection Regulation, Recital 46.

383 Explanatory Report of Modernised Convention 108, para. 46.
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384 See General Data Protection Regulation, Recital 45.

385 CJEU, C-524/06, Heinz Huber v. Bundesrepublik Deutschland [GC], 16 December
2008.

386 Former Data Protection Directive, Art. 7 (e), now General Data Protection
Regulation, Art. 6 (1) (e).

387 Ibid.
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388 CJEU, C-524/06, Heinz Huber v. Bundesrepublik Deutschland [GC], 16 December
2008, para. 52.

389 Former Data Protection Directive, Art. 7 (e), now General Data Protection
Regulation, Art. 6 (1) (e)

390 CJEU, C-524/06, Heinz Huber v. Bundesrepublik Deutschland [GC], 16 December
2008, paras. 54, 58-59 and 66-68.

189



QEIHI0|EE 5

QAL glato] s slgiste] wulo] opd ATAMSo] 13t el
dlolElE Hes] $Iet AlARIO) 15 FATF I ATk

8 GoolA BEsHs szl AAdelHE g AL EG
ECHR A8z7} A-g=w, A&3t ¢ 7N xef #1085 Al52A)28+2]
A g ol Hrk julolc 2

HEZ L= XK}t EoHs HYDH 0]
(Legitimate interests pursued by the controller or by a third party)

EURY dlolgAle A9t oldle 7kl #23t FA7F otk
GDPR Al62A1 @At L= “H o] E] P%L e AEEY ABAKAFE
TYT= o712 A7t F8he AP oels flstol Hast 4
H(chat, o]3t o]ojo] KT S W R Sl= HloEjFA|Q] o]ejo|ut V&
2 e 9 ARG ool e A-pole AlLlRth)” ZidHelE = A
oA Azld = A3

AT olefe] EAls kel FAIAY Aol ASSHAl B7kEoloF
Qoo AEES O] It o]ofo] A== A9 LRt ol HlolH
A2 ofejolnt 7122 de] Bl Ahq Atooll A FRFEFgo] o] Fof Aok
k3 AEZR 9| ofefo] Hlo|EFA|9] ofejolut 7]2dol| S-dsl=A]

T 2Rlsh] sl vlolE AL dheAel 7197t o] 1? F7F
of az==|ojof ghet.3% dloJgFAe] Helrt HEES ] At o]:

391 /bid, paras. 78 and 8l.

392 Explanatory Report of Modernised Convention 108, paras. 46 and 47.

393 Compared to Directive 95/46, the General Data Protection Regulation provides more
examples of cases that are considered to constitute a legitimate interest.

394 General Data Protection Regulation, Preamble, Recital 47.

395 Article 29 Working Party (2014), Opinion 06/2014 on the notion of legitimate
interests of the data controller under Article 7 of Directive 95/46/EC, 4 April 2014,
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396 /bid.

397 Ibid.

398 General Data Protection Regulation, Preamble, Recital 47.

399 CJEU, C-13/16, Valsts policijas Rigas regiona parvaldes Kartibas policijas parvalde
v. Rigas pasvaldibas SIA Rigas satiksme’, 4 May 2017.
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402 Ibid., paras. 28-34.
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CJEU, Joined cases C-468/10 and C-469/10, Asociacion Nacional de Establecimientos
Financieros de Crédito (ASNEF) and Federacion de Comercio Electronico y Marketing
Directo (FECEMD) v. Administraciéon del Estado, 24 November 2011.

Former Data Protection Directive, Art. 7 (f), now General Data Protection Regulation,
Art. 6 (1) (.

Former Data Protection Directive, now General Data Protection Regulation.

CJEU, Joined cases C-468/10 and C-469/10, Asociacion Nacional de Establecimientos
Financieros de Crédito (ASNEF) and Federacion de Comercio Electrénico y Marketing
Directo (FECEMD) v. Administracién del Estado, 24 November 2011, para. 28. See
Data Protection Directive, Recitals 8 and 10.

Former Data Protection Directive, Art. 7, now General Data Protection Regulation,
Art. 6 (1) (.

Former Data Protection Directive, Art. 7, now General Data Protection Regulation,
Art. 6.
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411 Former Data Protection Directive, Art. 7 (f), now General Data Protection Regulation,

Art. 6 (1) (D).

412 CJEU, Joined cases C-468/10 and C-469/10, Asociacion Nacional de Establecimientos

Financieros de Crédito (ASNEF) and Federacion de Comercio Electrénico y Marketing
Directo (FECEMD) v. Administracion del Estado, 24 November 2011, paras. 40, 44
and 48-49.
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413 Explanatory Report of Modernised Convention 108, para 46.

414 Council of Europe, Committee of Ministers (2010), Recommendation CM/Rec(2010)13
and explanatory memorandum on the protection of individuals with regard to automatic
processing of personal data in the context of profiling, 23 November 2010, Art. 3.4
(b) (Profiling Recommendation).

415 ECtHR, Y v. Turkey, No. 648/10, 17 February 2015.

195



QEIHI0|EE 5

292 Bk A AN WB B 2 Fe] 9]
QJsiek EUS GDPR A9zl st o] gojelCuizidole e
Hi ARAHR] ARS g gk o] gloleli
5171 $Jstel 04 9 AR dlol HelE 915
of, JElm A%, AT E A gl Bt Polelo] thstel wut
ofUel Qi Ei WA 19l FXA o7, FaA B Hobd A1Y
9 e A4S Uehch wgElelH o) Helt dxKos 31
ol glek4is

JE, ofelg BAlel tht A8 AAH eaEst Gl

D
re
rO
o
=
Jo
o
)
1> =
e

=

ol= GDPR AozARElA 22 4 glow), wzdole Hejo] Awgt
Aol Sk Aole) oleltt ABAAL ot 0 A8 %
et
« HlolElFA} HlolE Hele] WAHOR Fojsh A
- At AP BE Fol ANH, Wakd, FuA Bzl
B4 7 vlde] Yol ofs) SaEn] (o) TAY B ofe]
3 BERog Ay|How HESL ARulur DR Ao
. A2} dloleFAt WAHow B dolee} BelE: He

- AHeh e glste] Wast A

C 3§ MBI W BN Y] HeA AESe Ei dlo|e
FAe o5g olstn EA WS WAL 93

+ dolERA] EE Tk Ajelgle] Fat olele nEsl] Sl
(HolHEAE Fg 4 g A9

- WA QPR A, WAL EE olshy) 8] Ei welo] by
7|o g st

« ol oot EL APy ofst BAom : “dahuolut 3Ry

°1N

416 Former Data Protection Directive, Art. 7 (f), now General Data Protection Regulation,
Art. 9 (D).

196



M4 RECIOEHESHO| M X

of 2AsAY 2 AEzrere] Aol whet 2¢e] 2elsd
B7h o7 Aeh Ao AR Alo] = AR Al E

L Aol AREIA o] A2g Bl Aulse] pel
. BoWe] ARu BHoE Wololt At AT BHoE E
L A BAo
. BZ B Bl oA ol gz
. AR g olfE

orEbA, S W] diol8E APlelr] ffsll dloleFA|eke] Ao
We Adde] vid OX194“7P A8Ee HAdErere] Aok A9
shal, RigrH|elE o] et Aol diet MH IARA DFEA] o=
T}.417

OIO|E{FH|Q] HAIX S2|(Explicit consent of the data subject)

EUle] whew, uluigloleelx wgdlolE QIxe] FAlgle] mE
dlolel S AR Aelat 4 Qi 3 WAl s 27 doleRalel
ojolck. wigtElolE o] A9 olelst Foi7h WA Holojof Gk Tk
FUBOIL SRS ST gl sl ARkl dhit SAE A1
o8] BAlE 4= STkl AT 4 QITkas o2 ol X7t HloleFA)
o Sl SR P ek A9 ol S 4 5i%

D8Y EE AEEY U AlElEH

(Employment law or social security and social protection law)

EUo] w2w, J-gofuf ARR|EA Fopo A HEERY HolE T
o o ololut el YAE sl A2t Bagt g AoxA1de]

417 General Data Protection Regulation, Art. 9 (2) (h) and ().
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419 General Data Protection Regulation, Art. 9 (2) (b).
420 Ibid, Art. 9 (2) (o).

421 Ibid., Recital 46.
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429 Article 29 Working Party (2007), Working Document on the processing of personal
data relating to health in electronic health records (EFHR), WP 131, Brussels, 15
February 2007. See also General Data Protection Regulation, Art. 9 (3).

430 General Data Protection Regulation, Art. 9 (2) (g).

431 Article 29 Working Party (2007), Working Document on the processing of personal
data relating to health in electronic health records (EHR), WP 131, Brussels, 15
February 2007.

432 General Data Protection Regulation, Art. 9 (2) (h), () and (j).
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439 Modernised Convention 108, Art. 7 (1).

440 Regulation (EC) No. 526/20130f the European Parliament and of the Council of 21
May 2013 concerning the European Union Agency for Network and Information
Security (ENISA) and repealing Regulation (EC) No. 460/, O] 2013 L 165.

441 For example, ENISA, (2016), Cyber Security and Resilience of smart cars. Good
practices and recommendations; ENISA (2016), Security of Mobile Payments and
Digital Wallets.
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AV : 1 v. Finland APA#2OYA, B7Q1e AAlo] A5k Wale] he
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M2 (Outlook)
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442 ECtHR, 7 v. Finland, No. 20511/03, 17 July 2008.

443 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July
2016 concerning measures for a high common level of security of network and
information systems across the Union, OJ 2016 L 194.
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4.2.2. 7|4M(Confidentiality)
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444 Proposal for a Regulation of the European Parliament and of the Council on ENISA,
the “EU Cybersecurity Agency”, and repealing Regulation (EU) 526/2013, and on
Information and Communication Technology cybersecurity certification (Cybersecurity
Act), COM(Q017477, 13 September 2017, p. 6.

445 General Data Protection Regulation, Art. 5 (1) (f).

446 Directive on privacy and electronic communications, Art. 5 (1).
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447 General Data Protection Regulation, Art. 2 (2) (o).
448 [bid.
449 CJEU, C-101/01, Criminal proceedings against Bodil Lindgvist, 6 November 2003.
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450 Directive on privacy and electronic communications, Art. 5 (1).
451 Ihid., Art. 15 (1).
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4.2.3. J42I4|0|E #ls EX|(Personal data breach notifications)
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452 General Data Protection Regulation, Art. 4 (12); See also Article 29 Working Party
(2017), Guidelines on Personal data breach notification under Regulation 2016/679,
WP250, 3 October 2017, p. 8.

453 Article 29 Working Party (2017), Guidelines on Personal data breach notification
under Regulation 2016/679, WP250, 3 October 2017, p. 6.
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454 Modernised Convention 108, Art. 7 (2); Explanatory Report of Modernised
Convention 108, paras. 64-66.

455 General Data Protection Regulation, Art. 33 and 34.

456 Ibid., Art. 33 (3).

457 Ibid., Art. 34.
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458 Ibid., Art. 34 (3) (o).
459 Ibid., Art. 33 (2).
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460 Explanatory Report of Modernised Convention 108, para. 87.

461 General Data Protection Regulation, Art. 37-39.

462 Ibid., Art. 37 (1).

463 Article 29 Working Party (2017), Guidelines on Data Protection Officers (‘DPOs’),
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464 General Data Protection Regulation, Art. 37 (3) and (4).

465 Ihid., Art. 38 (1).

466 Article 29 Working Party (2017), Guidelines on Data Protection Officers (‘DPOs’),
WP 243 rev.01, last revised and adopted 5 April 2017, para. 3.1.

467 General Data Protection Regulation, Art. 38 (2) and (3).
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468 See Art. 24 (1) of Regulation (EC) No. 45/2001 for the complete list of tasks of
DPOs.

469 Regulation (EC) No. 45/2001, Art. 24 (6) and (7).

470 Ibid., Art. 25 and 26.
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471 General Data Protection Regulation, Art. 30.
472 Ihid., Art. 30 (1).
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475 Ibid, Art. 36 (1); Article 29 Working Party (2017), Guidelines on Data Protection
Impact Assessment (DPIA) and determining whether processing is ‘likely to result in
high risk™ for the purposes of Regulation 2016/679, WP 248 rev.01, Brussels, 4
October 2017.

476 Article 29 Working Party (2017), Guidelines on Data Protection Impact Assessment
(DPIA) and determining whether processing is “likely to result in high risk” for the
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486 Modernised Convention 108, Art. 10 (2) and (3), Explanatory Report of Modernised
Convention 108, para 89.

487 General Data Protection Regulation, Art. 25 (2).

488 European Data Protection Supervisor (EDPS), (2017), Necessity Toolkit, Brussels, 11
April 2017.
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495 Jbid., Art. 51; Modernised Convention 108, Art. 12 bis.
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497 FRA (2010), Fundamental rights: challenges and achievements in 2010, Annual report
2010, p. 59; FRA (2010), Data protection in the European Union: the role of
National Data Protection Authorities, May 2010.
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March 2010, para. 27.
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533 General Data Protection Regulation, Art. 13 (2) and 14 (2) (f).
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534 Ibid, Art. 13 (1) and (2), introductory wording where the General Data Protection
Regulation refers to the information on the obligation to apply at “the time when
personal data are obtained”

535 Ibid., Art. 13 (3) and 14 (3); see also the reference to reasonable intervals and
without excessive delay under the Modernised Convention 108, Art. 8 (1) (b).

536 Explanatory Report of Modernised Convention 108, para. 70.

537 slelshs Slolde] ofs) LEFE ofol2g Ao WA U ofolzow
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s

FAE ARE 712 79 Aotk General Data Protection Regulation, Art. 12
8) #=x.

538 General Data Protection Regulation, Art. 12 (1), (5) and (7) and Modernised Convention
108, Art. 9 (1) (b).

539 Article 29 Working Party (2004), Opinion 10/2004 on More Harmonised Information
Provisions, WP 100, Brussels, 25 November 2004.
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Qow], Gale] Asle melsh ok ash AEslE A4S
A k8- A7} rh S AHAVE info@c&u.com O &2 A=E =

FA =3 AP S Hiiskal FolS AIld Hert 9lem, of glo]
B 27} HEol| RbeEnia AZRthH 7= ol S-S Al
718kaL, EHARl A== Qlsf ARt Eafjof disf wi e A o

Sl ALt ek

MEZ H7I2 AH2|(The right to lodge a complaint)

GDPRZ ZEZ=7}F Zddlele Hsfe] 79 dish =7F % EUH
of w2 HFA =] dsfl dlolEFAlNA ¢ AS a7tk HEES
< ddleld Hsfoll tiaf d=7]atel, Hasiehd =7l As=
A7 defoll Hislf dlofEFA oAl defof k40 CoERte E3F A9
ZANFA S 18 FAEE ESt] 1 HRE Frpee e

FALS 4 Ut dolEFAle] eE st ek

HHE MBS 2ol MEH|2I(Exemptions from the obligation to inform)

GDPRE AM AZolso] that 48A9)S F43 GDPR A132A)
43} 9 A142A5To] w2} Blo]EZA 7} o] Pl HRE mE 7|1
QM= Aol HlolEFAIAl 2 )57} M w X harksi EF o)
lelolel7} BlolElFA| e HEEA ok A9, AR ATo] ks
a7t Hlldolx) vt S3] AjeldlolEs}l Bol4t AmuE BHo
2 Fstolt oA} 1T BHoR Bl B BAoR el H9os

540 General Data Protection Regulation, Art. 13 (2) (d) and 14 (2) (e); Modernised
Convention 108, Art. 8 (1) ().
541 Ibid, Art. 13 (4) and 14 (5) (a).
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542 Ibid, Art. 14 (5) (b)-(e).

543 General Data Protection Regulation, Art. 15 (4).
544 General Data Protection Regulation, Art. 15.
545 General Data Protection Regulation, Art. 23 (1).
546 Ibid., Art. 23 (2).

547 Ibid., Art. 89 (2) and (3).
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JHQ! KpA1Q| H|O[E{Of CHot AMAF
(The right of access to an individual’'s own data)

CoEMjol] w2, 7H1 <pA19] dlofelel that A2 Az A
1083 Aozo] BAHOZ QAT F £ BE A9lo] Al BAH
Aigolele] Helo] Bat ARE aRFA B 5 G WS AR,
ol olalE 4 Gl WAloE AkErh AATE ARxo A108%
o] apoll Ayt ofUjet EGHR Bl QIR =lojgiet, ECHR S 7
Q1A FHIdlolE ol Tiet el opgi2at Helzk gl o] Heli A}
AR 270 DA AT AF W) ek :LEM T3

= R AR ol elo] that TS AR Aol

EUMel] nh2wl, Ah3le] dloleel] oMt 4= 9l Hel7k GDPR A1
Zol A AHOE QUPEI glom, EUYIEAANG ABEAZE] A2
QR woe] T 7)EAUY| aaw A ek AHgle] 2pale]
Qlelolelel opalaat 4 gl Wels fHolE a0 Bkl
t}.551

GDPRE RE Hlo]E| Al AESe)7L AFao} sk 17]9] sl
olEje} Helahao] et ART Aol AT 4= Qs HWelE T

548 ECtHR, Gaskin v. the United Kingdom, No. 10454/83, 7 July 1989; ECtHR, Odiévre
v. France [GC], No. 42326/98, 13 February 2003; ECtHR, K.H. and Others v.
Slovakia, No. 32881/04, 28 April 2009; ECtHR, Godelli v. Italy, No. 33783/09, 25
September 2012.

549 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987.

550 Also see CJEU, Joined cases C-141/12 and C-372/12, YS v. Minister voor Immigratie,
Integratie en Asiel and Minister voor Immigratie, Integratie en Asiel v. M and S, 17
July 2014; CJEU, C-615/13 P, ClientFarth, Pesticide Action Network Europe (PAN
Europe) v. European Food Satety Authority (EFSA), European Commission, 16 July
2015.

551 CJEU, Joined cases C-141/12 and C-372/12, YS v. Minister voor Immigratie,
Integratie en Asiel and Minister voor Immigratie, Integratie en Asiel v. M and S, 17
July 2014.
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552 General Data Protection Regulation, Art. 15 (1).
553 See Modernised Convention 108, Art. 8 (1) (c).
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554 CJEU, C-553/07, College van burgemeester en wethouders van Rotterdam v. M. E.
E. Rijkeboer, 7 May 2009.
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6.1.2. M™AH(Right to rectification)

27} ok AAElolEle] Hebde HoleAe] tat Eo 4o o]
H 23 mgsy] s BSHolrkse

AW Giubotaru v. Moldova AF7A5570| 4, A1 2410 wh=t
Apale] 8 ek FRER AR ols] 24
o Erhelelom Aile] F4l WE SR WAL
EGHRE 3717} 71Q10) W% AAAS 523 o A
Qs ol 3198 4 ATk BUT. Lejg 7ol
BAo|T A 2 W) /S ART 5 AUch Telt AT

555 General Data Protection Regulation, Art. 15 (1) (c) and (f), 16, 17 (2) and 21, and
Chapter VIIL

556 Ibid., Art. 16 and Recital 65; Modernised Convention 108, Art. 9 (1) (e).

557 ECtHR, Ciubotaru v. Moldova, No. 27138/04, 27 April 2010, paras. 51 and 59.
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558 General Data Protection, Art. 16; Modernised Convention 108, Art. 9 (1).
559 ECtHR, Rotaru v. Romania [GC], No. 28341/95, 4 May 2000.
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6.1.3. MHMAE(UASHE Ha')
(Right to erasure(‘the right to be forgotten’))

dlolElFAoAl A4S HlolEE AAlsHAl & deElE Alsse A2

560 ECtHR, Cemalettin Canli v. Turkey, No. 22427/04, 18 November 2008, paras. 33
and 42-43; ECtHR, Dalea v. France, No. 964/07, 2 February 2010.

561 General Data Protection Regulation, Art. 16, second sentence.
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562 Ibid., Art. 17.

563 ECtHR, Segerstedt—Wiberg and Others v. Sweden, No. 62332/00, 6 June 2006, paras.
89 and 90; see also, for example, ECtHR, M.K. v. France, No. 19522/09, 18 April
2013.

564 ECtHR, Brunet v. France, No. 21010/10, 18 September 2014.
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565 Modernised Convention 108, Art. 9 (1) (e).
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566 General Data Protection Regulation, Art. 17 (1).

567 Ibid.

568 Ibhid, Art. 5 (2).

569 Ibid, Art. 17 (3).

570 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GCl, 13 May 2014, paras. 55-58.
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572 Ibid., paras. 36, 38, 80-81 and 97.
573 Ibid., paras. 81-83.
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574 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzélez [GCl, 13 May 2014, para. 88. See also
Article 29 Data Protection Working Party (2014), Guidelines on the implementation
of the CJEU judgment on “Google Spain and Inc v. Agencia Espafiola de Proteccion
de Datos (AEPD) and Mario Costeja Gonzdlez” C-131/12, WP 225, Brussels, 26
November 2014 and Recommendation CM/Rec 2012(3) of the Committee of
Ministers to member states on the protection of human rights with regard to search
engines, 4 April 2012.
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575 Article 29 Working Party (2014), Guidelines on the implementation of the CJEU
Judgment on “Google Spain and Inc v. Agencia Espafiola de Proteccion de Datos
(AEPD) and Mario Costeja Gonzalez” C-131/12, WP 225, Brussels, 26 November
2014.

576 CJEU, C-398/15, Camera di Commercio, Industria, Artigianato e Agricoltura di Lecce
v. Salvatore Manni, 9 March 2017.
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577 General Data Protection Regulation, Art. 17 (2) and Recital 66.
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6.1.4. X2|H|3HH(Right to restriction of processing)

GDPR A182= dlolEFA7F AEERS] 7ildlelE A=& 4]
O = AIjte = Q=S skl Stk HlolE Al vhat 22 A9l A
EZEoA A2 ARte 84T 4 Uk

A XA

« ZilElolE o] HeHdol HEAlE A7

« A=7E 2ol glolg AL sk tial HSIHoIE 9 o]
AtE 845k= 49

« HE Al A B olE Al diolEE Easfor sk -

o Hlo[EFAY o]t -UTt dlojy HEZ HBRE o]

that 2ol MEHIT Gl A9

AESe} fellold el AR 4 gl Pl ol Sof 4l
dolElS the A2 ALYOR QAR olFste] o]gA7t Hlole]
8 4 QA S QAR ARIolEE AASHE Whe] 3

S Qleks AAESeE A2 Algte] HAH] Aol HolEFA A B

ok gk

g
ol

JHQIGO[E{S| HHOILL AX| = X2| H|THo| Cioll SEE 2F
(Obligation to notify regarding the rectification or erasure of personal
data or processing restriction)

AEE e MddlolEE 370 2 = dolAl ZHeddlolE &) Aol
U A B A AR olAlo] &7FssAY EvlElEolA] g o

578 Ibid., Art. 18 (1).
579 Ibid, Recital 67.
580 /bid, Art. 18 (3).
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581 Ad hoc Committee on Data Protection (CAHDATA), Explanatory Report of the
Modernised Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, para. 79.

582 General Data Protection Regulation, Art. 19.

583 /bid., Recital 68 and Art. 20 (1).

584 [bid., Art. 20 (2).

585 Ihid, Recital 68 and Art. 20 (1).

586 [Ibid.,, Recital 68.

587 European Commission, Communication on stronger and smarter information systems
for borders and security, COM(2016) 205 final, 2 April 2016.
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588 Article 29 Working Party (2016), Guidelines on the right to data portability, WP 242,
13 December 2016 and revised on 5 April 2017, p. 13.
589 Ibid
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on grounds related to the data subjects’ particular situations)
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590 See also ECtHR, M.S. v. Sweden, No. 20837/92, 27 August 1997 (where medical
data were communicated without consent or the possibility to object); ECtHR,
Leander v. Sweden, No. 9248/81, 26 March 1987; ECtHR, Mosley v. the United
Kingdom, No. 48009/08, 10 May 2011.

591 General Data Protection Regulation, Recital 69; Art. 6 (1) (e) and (©.

592 Modernised Convention 108, Art. 9 (1) (d); Profiling Recommendation, Art. 5 (3).

593 CJEU, C-131/12, Google Spain SL, Google Inc. v. Agencia Espafola de Proteccion
de Datos (AEPD), Mario Costeja Gonzilez [GCl, 13 May 2014 para. 81.
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595 Explanatory Report of Modernised Convention 108, para. 78.
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596 CJEU, C-398/15, Camera di Commercio, Industria, Artigianato e Agricoltura di Lecce

v. Salvatore Manni, 9 March 2017, paras. 47 and 60.
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597 Council of Europe, Committee of Ministers (1985), Recommendation Rec(85)20 to
member states on the protection of personal data used for the purposes of direct
marketing, 25 October 1985, Art. 4 (1).

598 Explanatory Report of Modernised Convention 108, para. 79.

599 Directive 98/34/EC as amended by Directive 98/48/EC laying down a procedure for
the provision of information in the field of technical standards and regulations, Art.
1 @.
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600 General Data Protection Regulation, Art. 21 (5).
601 /7bid,, Recital 159.

602 /bid., Recital 160.

603 /bid., Recital 162.

604 Ibid., Art. 21 (6).

605 7bid, Art. 17 (3) (d).
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(Automated individual decision-making, including profiling)
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606 /bid., Recital 71, Art. 4 (4) and Art. 22.
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607 Article 29 Working Party, Guidelines on Automated Individual Decision—Making and
profiling for the purposes of Regulation 2016/679, WP 251, 3 October 2017, p. 15.

608 General Data Protection Regulation, Art. 22 (2).

609 Ibid., Art. 12.

610 7bid., Art. 15.
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611 /Ibid., Art. 13 (2) (f).

612 1bid, Art. 15 (1) (h).

613 Ibid, Art. 22 (3).

614 Article 29 Working Party (2017), Guidelines on Automated individual decision—-making
and Profiling for the purposes of Regulation 2016/679, WP 251, 3 October 2017.

615 Modernised Convention 108, Art. 9 (1) (a).
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616 Explanatory Report of Modernised Convention 108, para. 75.

617 Modernised Convention 108, Art. 9 (1) (¢).

618 Explanatory Report of Modernised Convention 108, para. 77.

619 Council of Europe, Recommendation CM/Rec(2010)13 of the Committee of Ministers
to member states on the protection of individuals with regard to automatic processing
of personal data in the context of profiling, Art. 5 (5).
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6.2. 7, e, ME A i
(Remedies, liability, penalties and compensation)
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620 FRA (2015), Handbook on European law relating to the rights of the child,
Luxembourg, Publications Office; FRA (2013), Legal capacity of persons with
intellectual disabilities and persons with mental health problems, Luxembourg,
Publications Office.

621 General Data Protection Regulation, Art. 80.

622 Modernised Convention 108, Art. 18.

623 Ibid, Art. 16-17.
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624 General Data Protection Regulation, Art. 57 (2).

625 Ibid, Art. 77 (1).

626 Ibid,, Art. 77 (2).

627 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data, O] 2001 L 8.
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6.2.2. MEXQI A THES we e

(Right to an effective judicial remedy)
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Harbour Adequacy Decision)©] & 2}3l AAc} HIAAEAL EU
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ek
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628 See for example ECtHR, Karabeyoglu v. Turkey, No. 30083/10, 7 June 2016;
ECtHR, Mustata Sezgin Tanr 1 kulu v. Turkey, No. 27473/06, 18 July 2017.

629 CJEU, C-362/14, Maximillian Schrems v. Data Protection Commissioner [GCl, 6
October 2015.
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630 General Data Protection Regulation, Art. 78.
631 [bid., Recital 143.

632 Ibid, Art. 78 (223).

633 Ibid.,, Art. 79.
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634 Ibid., Art. 79 (2).
635 Ibid.
636 Regulation (EC) No. 45/2001, Art. 32 (3).



Hed CIOlEZAQ] Helet 21

AR| ¢ Bavarian Lager AZA03700| A, SAk= Z19} ¥l WA ZA9t
e Aoz A7, FHEALITE AT oY A FejFe
gt AAAE AlST S FEAES]] 283 FEfYslE
o[g] H3Fojolo] SUsith= o= IJALY] A S AR
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Lager Co. Ltd v. Commission of the European Community), H|1A)
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637 CJEU, C-28/08 P, European Commission v. The Bavarian Lager Co. Ltd [GC], 2010.
638 For an analysis of the argument, see EDPS (2011), Public access to documents
containing personal data after the Bavarian Lager ruling, Brussels, EDPS.
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639 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kérntner
Landesregierung and Others [GC], 8 April 2014.

640 CJEU, C-362/14, Maximilian Schrems v. Data Protection Commissioner [GCl, 6
October 2015.

641 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kérntner
Landesregierung and Others [GC], 8 April 2014.
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AHoF GAf=rol| A RE ECtHR O[] Ao o] R0z} slr|atte, A)

642 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kirntner
Landesregierung and Others [GC], 8 April 2014, para. 69.

643 CJEU, C-244/80, Pasquale Foglia v. Mariella Novello (No. 2), 16 December 1981;
CJEU, C-467/04, Criminal Proceedings against Gasparini and Others, 28 September
2006.

644 CJEU, C-438/05, International Transport Workers’ Federation, Finnish Seamen's Union
v. Viking Line ABP, OU Viking Line Eesti [GC], 11 December 2007, para. 85.

645 Modernised Convention 108, Art. 12.

646 ECHR, Art. 34-37.
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647 ECtHR, K.U. v. Finland, No. 2872/02, 2 December 2008.
648 ECtHR, Kopke v. Germany (dec.), No. 420/07, 5 October 2010.

Bt

295



QEIHI0|EE 5

296

WwﬂﬂmﬂﬂﬂﬂwﬂﬂﬁﬂEﬁmﬂAﬂﬁiﬂ%Jﬂéﬁ
gtk wEsh, 1 Aok PAFES ECHR O] #HA-S AdEE ot
Wmmﬁmzé%ﬁ%%lkﬂmaww7pq@@

AT AT GARE Qe BHsl] 1Rk ntaal le s

EQHFEGRAHH%\QQ%%EGRAW;E]@ﬂﬂ;
o
=

o g0z o] e WES F 5 ek FASHL ek

HIGZ|HA|, % E= a0 AUy Ee

(Right to mandate a not-for—profit body, organisation or association)
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649 General Data Protection Regulation, Art. 80.
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650 /bid., Art. 82.
651 /bid., Recital 146.
652 Ibid, Art. 82 (2) and (5).
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662 Modernised Convention 108, Art. 14 (1).

663 General Data Protection Regulation, Art. 1 (3).

664 Decision of the Council and the Commission of 13 December 1993 on the conclusion
of the Agreement on the FEuropean Economic Area between the FEuropean
Communities, their Member States and the Republic of Austria, the Republic of
Finland, the Republic of Iceland, the Principality of Liechtenstein, the Kingdom of
Norway, the Kingdom of Sweden and the Swiss Confederation, OJ 1994 L 1.
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665 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, OJ 2016 L119.
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666 General Data Protection Regulation, Art. 45.
667 Ibid., Art. 46.
668 Modernised Convention 108, Art. 14 (3) (a) and (b).
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669 CJEU, C-362/14, Maximillian Schrems v. Data Protection Commissioner [GCl, 6
October 2015, para. 96.

670 /bid., para. 74. See also, European Commission (2017), Communication from the
Commission to the European Parliament and the Council “Exchanging and Protection
Personal Data in a Globalised World”, COM(2017)7 final of 10 January 2017, p 6.
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672 CJEU, C-362/14, Maximilian Schrems v. Data Protection Commissioner [GC], 6
October 2015, paras. 63 and 65-66.
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673 European Commission (2002), Decision 2002/2/EC of 20 December 2001 pursuant
to Directive 95/46/EC of the European Parliament and of the Council on the
adequate protection of personal data provided by the Canadian Personal Information
Protection and Electronic Documents Act, O] 2002 L 2.

674 Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46/EC
of the European Parliament and of the Council on the adequacy of the protection
provided by the safe harbour privacy principles and related frequently asked questions
issued by the US Department of Commerce, O] L 215. o] AAL C-632/14,
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675 CJEU, C-362/14, Maximilian Schrems v. Data Protection Commissioner [GC], 6
October 2015.

676 Ibid., para. 84.
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681 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on the adequacy
of the protection provided by the EU-U.S. Privacy Shield, O] L 207. A|29%Z+]
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52 27 F L Bl ZpAsE AJGRS Article 29 Data Protection Working Party,
Opinion 01/2016 on the EU-U.S. Privacy Shield draft adequacy decision, adopted
on 13 April 2016, 16/EN WP 238 Z=.

682 For more information, see the EU-U.S. Privacy Shield factsheet.

683 For more information, see the European Commission web page on the EU-U.S.
Privacy Shield.

684 European Commission, Report from the Commission to the European Parliament and
the Council on the first annual review of the functioning of the EU-U.S. Privacy
Shield, COM(2017) 611 final, 18 October 2017.
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685 General Data Protection Regulation, Art. 46.
686 General Data Protection Regulation, Art. 46 (1) (c), (d), (2) (@), (b), (e), (f) and
47.
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687 Ibid., Art. 46 (3).

688 Modernised Convention 108, Art. 14 (3) (b).

689 General Data Protection Directive, Art. 46 (3); Modernised Convention 108, Art.
14(3)(b).

690 7bid., Art. 46 (2) (b) and Art. 46 (5).

691 Ibid.,, Art. 46 (3); Ad hoc Committee on Data Protection (CAHDATA), Explanatory
Report of the Modernised Convention for the Protection of Individuals with regard

to Automatic Processing of Personal Data, para. 105.

313



QEIHI0|EE 5

314

Aok gtk el Schrems ARASA, CIEUE 9187t $1918)
A ARl thae] Hole AFome Aaldelel olde 5T
S7RFET|e) WS AT Selo] Gtky BAYTES? Teby o2
Sof dloje] WAL EEARFS 255 G A9 5 EUHolY
SOl E B IS SMIsto] oS e o AHldlolE o) o e B

FIAG BT 4 ol WIS Ese] BIE o] Wk WAL

HN
T
0
j

AE71W0] o5 23E ST ol EU HAIANNY EEeolEn
3 z3bo| ZAsIla 4] AEZL7} k2 B A Aerzslo] 2HA

FABA SRk Do 1SS BadlolH R s R4 Ags
AT FUT BB4ES B} Gk AT 5 A

= 54
Fuj EU Aol 24 At 1A Ml S sk fls) dubd v

fr e

ol

Ao

g2 Agallof gthes ol e 57| do] 2 gt 244
2 EDPBO| Adsjjof gtk 21 oJu|git) EDPB= olof ot <A
ZolH, =7 W o] oAS et aeiste] 24 xsfof
ch. qieF H=7]o] EDPBO| A& whE oAt QlthH, EDPB U9
Jefidm|AUSol Wed Aolal EDPB= 748 Qe 232 A

o
—

G
|
ot

S}
=

N, [z ol
5 L )
o4

2
=
[N
&

692 CJEU, C-362/14, Maximilian Schrems v. Data Protection Commissioner [GC], 6
October 2015, paras. 96-98 and 102-105.

693 Schrems AR S] CIEUQ] & 11eis}7] fIstol, el 9¥sls waAt2d
of Tt 2ALS 7N A5FA L) Commission Implementing Decision (EU) 2016/2297 of
16 December 2016 amending Decisions 2001/497/EC and 2010/87/EU on standard
contractual clauses for the transfer of personal data to third countries and to
processors established in such countries, under Directive 95/46/EC of the European
Parliament and of the Council, OJ 2016 1344,

694 General Data Protection Regulation, Art. 46 (3) (a).

695 Ibid.,, Art. 63 and Art. 64 (1) (e).

696 /bid., Art. 64 and Art. 65.



78 =HA SO0/ O]t 7HRICI0ES 7

« HoJEFAIZE AloF GAR} obdol= Etstar AokY HRE ¥
AR 4= Sl AR S

« dlojg 43l T vkl mporter) 7} Hlo]E] ¥ HESg o] =
7= s 0] A WY dtte] A8E R 5

ofek B

AR - CJEUZF Alo| s 2A o] FaE AT o]f, nmo=
o AdHlelE o2 H ol I HIAAA 2AT & itk
vz 8ke] g@ae] A Folal A= Ad A 016d 74 12
d FHF A=)7000] AeE wj7pz] o] &

697 Set I is contained in the Annex to the European Commission (2001), Commission
Decision 2001/497/EC of 15 June 2001 on standard contractual clauses for the
transfer of personal data to third countries, under Directive 95/46/EC, OJ 2001 L
181; Set II is contained in the Annex to European Commission (2004), Commission
Decision 2004/915/EC of 27 December 2004 amending Decision 2001/497/EC as
regards the introduction of an alternative set of standard contractual clauses for the
transfer of personal data to third countries, O] 2004 L 385.

698 European Commission (2010), Commission Decision 2010/87 of 5 February 2010 on
standard contractual clauses for the transfer of personal data to processors established
in third countries under Directive 95/46/EC of the European Parliament and of the
Council, OJ 2010 L 39. At the time of the drafting of the handbook, the use of
standard contractual clauses as a basis for transfers of personal data to the US was
subject to legal proceedings before the Irish High Court.

699 CJEU, C-362/14, Maximillian Schrems v. Data Protection Commissioner [GCl, 6
October 2015.

700 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on the adequacy
of the protection provided by the EU-U.S. Privacy Shield, O] L 207.
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701 For more information, see the revised complaint of the Irish Data Protection

Commissioner against Facebook Ireland Ltd and Maximilian Schrems on 1 December
2015.
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702 General Data Protection Regulation, Art. 47.

703 For a more detailed description, see General Data Protection Regulation, Art. 47.
704 Ibid, Art. 57 (1) (s), 58 (1) (), 64 (1) (O, 65 (1) and (2)

705 Modernised Convention 108, Art. 14 (3) (b).
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706 General Data Protection Regulation, Art. 49.
707 Ibid.
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708 Ibid., Art. 49 (1).

709 Ibid.

710 Article 29 Working Party (2005), Working document on a common interpretation of
Article 26 (1) of Directive 95/46/EC of 24 October 1995, WP 114, Brussels, 25
November 2005.

711 European Data Protection Supervisor, The transfer of personal data to third countries

and international organisations by EU institutions and bodies, Position Paper, Brussels,
14 July 2014, p. 15.
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712 See especially Article 29 Working Party (2005), Working document on a common
interpretation of Article 26 (1) of Directive 95/46/EC of 24 October 1995 WP 114,
Brussels, 25 November 2005.

713 Modernised Convention 108, Art. 14 (4).
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714 General Data Protection Regulation, Recital 102.
715 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April
2016 on the use of passenger name record (PNR) data for the prevention, detection,

investigation and prosecution of terrorist offences and serious crime, OJ 2016 L 119.
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716 CJEU, Opinion 1/15 of the Court (Grand Chamber), 26 July 2017.
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717 Ibid., para. 165.
718 Ibid., paras. 204-207.

719 Council of Europe, Opinion on the Data protection implications of the processing
of Passenger Name Records, T-PD(2016)18rev, 19 August 2016.
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720 See, in this context, Article 29 Working Party (2011), Opinion 14/2011 on data
protection issues related to the prevention of money laundering and terrorist financing,
WP 186, Brussels, 13 June 2011; Article 29 Working Party (2006), Opinion 10/2006
on the processing of personal data by the Society for Worldwide Interbank Financial
Telecommunications (SWIFT), WP 128, Brussels, 22 November 2006; Belgium
Commission for the protection of privacy (Commission de la protection de la vie
privée) (2008), ‘Control and recommendation procedure initiated with respect to the
company SWIFT scrl’, Decision, 9 December 2008.

721 Council Decision 2010/412/EU of 13 July 2010 on the conclusion of the Agreement
between the European Union and the United States of America on the processing and
transfer of Financial Messaging Data from the European Union to the United States
for the purposes of the Terrorist Finance Tracking Program, O] 2010 L 195, pp. 3
and 4. The text of the Agreement is attached to this Decision, O] 2010 L 195, pp.
5-14.

722 Ibid, Art. 4 (2).
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723 The Joint Supervisory Body of Europol has conducted audits on Europol’s activities
in this area.

325



QEIHI0|EE 5

Alghe W

R

>

Zreth okt dlojelRAle AAEe At WY

Utk HolHFAl= AA| AT AR A9 AHo= AR 9 nlsoA
BIAAPEH TAE AE S Sl UelE FAHelo d

SWIFT &AL S7F Sashe, 3 SasI7e 201549 887k x5
Qck. FAE % Udfo] Holw 64 Aol AbthtolAl s izlck
L oxle BEakA b ok ABAORE olojA] 1|7 dRHch 5
22 20154, 20164, 20174 8ol Agw Hoj= 20181 87X
SWIFT &Ao] &8 A3l QJu}.724

724 Ibid; Art. 23 (2).

326



A8

A% 9 BARRY w9l
Hlole} ®%

EU B

CoE

A7 u AP st
glolelnaxy

AR ZF #1085

74211 (Police Recommendation)

A3 ol 49l Acldele
o[ go] B ATTpol=

ECtHR, BB v. France, No.
5335/06, 2009

ECtHR, S and Marper v. the
United Kingdom [GC], Nos.
30562/04 and 30566/04, 2008
ECtHR, Allan v. the United
Kingdom, No. 48539/99, 2002
ECtHR, Malone v. the United
Kingdom, No. 8691/79, 1984
ECtHR, Klass and Others v.
Germany, No. 5029/71, 1978
ECtHR, Szabé and Vissy v.
Hungary, No. 37138/14, 2016
ECtHR, Vetter v. France, No.
59842/00, 2005

Ato|H{E |

Aol 2] 20F

& HAH(Other specific legal instruments)

E
ZHAA(Priim Decision)

I17|EA|
Hiole &

£¢€ clojg

stz 7Hx1 =N

ARz #1085 Al6Z

AL A EorelA el Al
glofe] o]gof #et dFrtol=

327




FHUOIHESY

328

EU AU CoE
29 o]y A E] E(Council HEHI|2  ECtHR, S and Marper v. the
Framework Decision Zto] QE_ L United Kingdom [GC], Nos.
2006/960/JHA) 712 m#e|  30562/04 and 30566/04, 2008
Ehe3t
HeAE ¥z 9 FoiExeo] JHRIGI0IES ECtHR, BB v France, No.
ofldf, kAl 2l V)AE 9Jgt 25 5335/06, 2009
S70} 87| ZENR HOlE ] o]
ol T3t 2Z(EV) 2016/681
CJEU, Joined cases C-293/12
and C-594/12, Digital Rights
Ireland and Kérntner
Landesregierung and Others{GC],
2014
CJEU, Joined cases C-203/15 and
C-698/15, Tele2 Sverige and
Home Department v. Tom
Watson and Others [GC], 2016
F2Z F2(Buropol Regulation) EHsiH™ AzET

SZAAE AA(Eurojust
Decision)

AIAINT A% (Schengen 11 Decision) EYHBSHE ZHzHUL
_ A|AE
VIS 3] |°|;0|| ECtHR, Dalea v. France, No.
24 f2l(Burodac Regulation) - 964/07, 2010
CIS ZA(CIS Decision)
tlole EoofA o] 7iQle) ool WALt Aol w7 Bl F-5-2]

< 23] sl HlolH
2} EU=

e,

Z3olA2) Apgle] olole 3
538 W AR of el BE 2 %

o o] dlo|e] B35 9} Hsle] CoER(8.1)3}F EUMH(S.

2517 J3l, CoE

YARPE 24

29 Mes Als



HgE BF A ALY UM HOIE H&

8.1. HO|H E5 & =70t Z& 3 AAE ZH|0| 2ot CoEH
(CoE law on data protection and national security, police
and criminal justice matters)

* TN xoF A10859f Cok A&dile He FEYT FHolAS Holy &

SHRTHAE zohe HATAY] ), T2 2o o

HHE TRE 749 gl ANl 1S wat A

CoEW} EUH Ao]9] shte] $-23F 20|32 CoER2 EUH Y &
=71 Zofol|e A ZHrhs Holth ol AleF FAmE0] IR
oF #haE 2] s ECHR Al8=22] Hef ol flojof ghy= A
= oJugth ECGHR o Fofli= 1Aeh =7k 1 5l AR ZofolA]
o] =7t FEt wE Aol o A Stk

] AbollA A B FARAE e Hsted, Aok All08TE el
glofg] #2le] M HobE EElal glom, 1 232 JHHelE 9] A
2] Ak qrAIstaLAl she Aol webA, T ef A8 e 73 B
FAAP 2ot A2 HlolE Kol A-gHrk. Ak dHlolE, Ha, FAF
&% 9 gAY BE vlQlholE el waE e Hobxa|, vt
HdElelEls & Al A3l A8k A dlolEe] A2l= o

23t HlolE o] A2t dlolgFAe] o]ef, el Bl 7|24 Ao His)

725 See, for example, ECtHR, Klass and Others v. Germany, No. 5029/71, 6 September
1978; ECtHR, Rotaru v. Romania [GC], No. 28341/95, 4 May 2000 and ECtHR,
Szabo and Vissy v. Hungary, No. 37138/14, 12 January 2016.
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726 Modernised Convention 108, Art. 6.

727 Council of Europe, Committee of Ministers (1987), Recommendation Rec(87)15 to
member states regulating the use of personal data in the police sector, 17 September
1987.

728 Council of Europe (2018), Consultative Committee of Convention 108, Practical
Guide on the use of personal data in the police sector, T-PD(2018)1.

729 ECtHR, D.L. v. Bulgaria, No. 7472/14, 19 May 2016.
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730 ECtHR, Dragojevi¢ v. Croatia, No. 68955/11, 15 January 2015.

731 See, for example, ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987; ECtHR,
MM. v. the United Kingdom, No. 24029/07, 13 November 2012; ECtHR, M.K. v.
France, No. 19522/09, 18 April 2013, or ECtHR, Aycaguer v. France, No. 8806/12,
22 June 2017.

732 ECtHR, BB v. France, No. 5335/06, 17 December 2009.
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733 ECtHR, . and Marper v. the United Kingdom [GCl, Nos. 30562/04 and 30566/04,

4 December 2008, paras. 119 and 125.




Hgg 3

0zl
W

0!
2
Ia]

)|

| A HEOIMO] HI0H ES

7R0ME RS

- Tl o

- 7o) FHA o]

FAF W] o

HlolgFA Ex elele] Pl U A{o] B

o WS Thio] ECHR TS 7] 4 Bt stetolujxl o] that
7o) Be thech

AW ¢ Allan v. the United Kingdom AFAT340)| A, 7|32 nes 2
TFAollA Feeb el Tjar ZhgellA ko] AR tielE &
3] =25HATE ECtHR S AHQ10] A, alfesr WH3|aofAe] 21
2]l F& At tigh ere 9l HHe S50 AR A
Mg Aslishe Aol sigetetar FARTE GA] H2o
55429 AM-E Ak ARRAIEE §lI7] dizel,
ol w2 ] k2 Zlof et A= ECHR A829]

e
Lo
S~

AW ¢ Roman Zakharov v. Russia AFAT350] 4, Q12 A 39| o]
SEANE e ads AV e dREPo] AR ARHA
87} glo] 18] A3} FAlS =4 = = RS SAEEe] AA
7] wiel dst FAle] zetolmAlEo] HeiEAetal 43Tk
ECtHRS 419 =4S &8sk i zdol Aol |82 ¢
Aol digt Adsta AdaAl B35S AlgshA Eaivkal Fa3ch
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734 ECtHR, Allan v. the United Kingdom, No. 48539/99, 5 November 2002.
735 ECtHR, Roman Zakharov v. Russia, No. 47143/06, 4 December 2015.
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736 ECtHR, Szabo and Vissy v. Hungary, No. 37138/14, 12 January 2016.
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737 ECtHR, Versini-Campinchi and Crasnianski v. France, No. 49176/11, 16 June 2016.

335



QEIHI0|EE 5

336

CoE A AHUTo|E1 S A4t o &g dlojelof A2 Tlo]e],
SO, FATA WL A T D Do 2 ol 539 o
olEjZAo] FHeIElolE], Lela BAIT AR ZHFEs Holeloh 0%
ot 220 2AT Hlole Fo W] PHElolof Gk T
ol

A% olel7l AMgE 4= ol BHE AAs| AlgElolof k. ol
A3l A2 dolel s Bsks Aol ol e 2erk & A
B2 uollAje] olefat dlojele] o Ei Bl AR ho] dhat
3 ojofo] Qi=A] oisio] wheh HgElojof Ttk A2 & ojrie] of

23t glolele] o] e F7is R M o5 sl e el

B &g ofoF qitk.

ARl Karabeyoglu v. Turkey AAT380IA, TARQL -9l 17k &
S Aoz =AY 7 e B AdE Alsshe AR A4

= 220 digt {2 AR Wil M Ap7)9f At SokE A
Al e 714 B4l wel WA sARE 'R dike A1
See IR 2y 2 AR AR eAREEe] o8] HAs)
3L QIS 52 Al tiet Al AR wEelA U ARE
ARESICE ECHRE AE7E 38 A v 5202 A=
AR 71t Well I 1EA] edotr] whigell B HEol AHkE %]

r

FA ol Eiz Bl et U 9IRS WA 919 3

.

hvd]
SHA] b= T o= BRTIHeR ARtEooF she S W= 7T

738 ECtHR, Karabeyoglu v. Turkey, No. 30083/10, 7 June 2016.
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8.1.2. BOHAE ALO|H{HX|ZROf
(The Budapest Convention on Cybercrime)

WH@Eo] AAdols HeALwe MY o wol At YL
u|x e, olefdt BAle] st S8 e BApHEG] Wasic
whebA] Cobt FAHEAITo] O3] Adeial e BAlE sjast] s
o aERefo 2 A AR Ate|H 2| 2R Convention
on Cybercrime)& YT o] 2 CoEQ] H|S|Y=52] 7I9lo =
ZHEe] Itk 20181 27bA], CoE HFE| 147]=77400] o] Zofe] tfAl=
S0 719 HE H|E|f=Eo] ZHlell 2diE itk

Aol ARk olg|Ylo|L) o2 HRUFS E3 5 Qule rle=
7P FFE e IAIRFeR "ot Jlth IS FAmEolAl A2
sl HFEE o83 AV obs EE2k Yl Ve 2 AW e
23Rt S7 ) 71ek Het Hsfiof et FHe %*EﬂolEﬁP oA A
= 87T o] 2R TS AfolHiF| ko] Azo] wEto A HFE H|
E 4

A} B A ERE thl AAA WS A ok

739 Council of Europe, Committee of Ministers (2001), Convention on Cybercrime, CETS
No. 185, Budapest, 23 November 2001, entered into force on 1 July 2004.

740 Australia, Canada, Chile, the Dominican Republic, Israel, Japan, Mauritius, Panama,
Senegal, Sri Lanka, Tonga and the United States. See Chart of signatures and
ratifications of Treaty 185, status as of July 2017.
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8.2. JE A FAE ZHOIMS| HIOJE 250 et EUE

(EU law on data protection in police and criminal justice matters)

| Sy

« EU SGuiollA A& 9 FARPE Eofo A 9] Hlojg Bo= 3= U EU
9ol A2 9 BANIR] a7 9 BAL W Aele) wet
oA Ak

. HUF Aol A 0 BT dlole R 54 W (Data Protection
Directive for Police and Criminal Justice Authorities) S =7PH O 2 £315]
ofof i

. B9 el A3 9 WANe) AL WE §a 59l e 2 24

He et AolA dlolg HoE AR

o

741 Council of Europe, Committee of Ministers (2001), Convention on Cybercrime, CETS
No. 185, Budapest, 23 November 2001, Art. 20 and 21.
742 Ibid., Art. 15 (1).
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8.2.1. 4z L YA 7|2 HIO|E{E2 S X|Z!(The Data Protection
Directive for Police and Criminal Justice Authorities)

A o, 424 Ao} 7|4 Ei o] ARG BAHoR o
alabe] Afeidlole] Hejel Tl Adele] mEel ofajgt lojee)
A ol ol T A3 2016/680/EUCAR 2 A2 Hloe]
AL Theat 2 A9l AR WA BAS 915te] 4415
T Aelgl Aelgols] BEE HaoR gk

F39] 9P 9ol that BESE T o mE WA oy
A, Frolt 74 Bl 0] H3Y

4

743 Directive 2016/680/EU of the European Parliament and of the Council of 27 April
2016, on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, OJ 2016 L 119, p. 89 (Data Protection Directive for Police and
Criminal Justice Authorities).
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744 Data Protection Directive for Police and Criminal Justice Authorities, Art. 2 (1).

745 Ibid., Art. 4 (2).

746 Ibid., Art. 3 (7).

747 European Commission (2016), Communication from the Commission to the European
Parliament pursuant to Article 294 (6) of the Treaty on the Functioning of the
European Union concerning the position of the Council on the adoption of a Directive
of the European Parliament and of the Council on the protection of individuals with
regard to the processing of personal data by competent authorities for the purposes
of prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing
Council Framework Decision 2008/977/JHA, COM(2016) 213 final, Brussels, 11
April 2016.
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748 Data Protection Directive for Police and Criminal Justice Authorities, Chapter V.
749 Ibid., Art. 2 (3).
750 Ibid., in Art. 32 and Art. 27, respectively.
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751 Ibid, Art. 4 (1).
752 Ibid., Art. 8.
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753 Ibid., Art. 13 (1).
754 Ibid., Art. 13 (2).
755 Ibid., Art. 14.
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756 Ibid.,, Art. 15.
757 Ibid, Art. 16 (1).
758 Ibid, Art. 16 (2).
759 Ibid, Art. 16 (3).
760 Ibid., Art. 16 (4).
761 [bid., Art. 17.
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762 Ibid., Art. 25 (1).
763 Ibid., Art. 25 (2).
764 Ibid., Art. 19.
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765 Ibid., Art. 20.
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781 Ibid., Art. 56.

782 Ibid., Art. 54.

783 Council of the European Union (2009), Council Framework Decision 2009/315/JHA
of 26 February 2009 on the organisation and content of the exchange of information
extracted from the criminal record between Member States, O] 2009 L 93; Council
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of the European Union (2000), Council Decision 2000/642/JHA of 17 October 2000
concerning arrangements for cooperation between financial intelligence units of the
Member States in respect of exchanging information, OJ 2000 L 271; Council
Framework Decision 2006/960/JHA of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement authorities of the
Member States of the European Union, O] L 386.

784 European Commission (2012), Communication from the Commission to the European
Parliament and the Council — Strengthening law enforcement cooperation in the EU:
the European Information Exchange Model (EIXM), COM(2012) 735 final, Brussels,
7 December 2012.

785 See European Commission (2011), Proposal for a Directive of the European Parliament
and of the Council on the use of Passenger Name Record data for the prevention,
detection, investigation and prosecution of terrorist offences and serious crime,
COM(2011) 32 final, Brussels, 2 February 2011, p. 1.

786 Council of the European Union (2008), Council Decision 2008/615/JHA of 23 June
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2008 on the stepping up of cross—border cooperation, particularly in combating
terrorism and cross—border crime, OJ 2008 L 210.

787 Convention between the Kingdom of Belgium, the Federal Republic of Germany, the
Kingdom of Spain, the French Republic, the Grand Duchy of Luxembourg, the
Kingdom of the Netherlands and the Republic of Austria on the stepping up of
cross—border cooperation, particularly in combating terrorism, cross—border crime
and illegal migration.

788 Council of the European Union (2006), Council Framework Decision 2006/960/JHA
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of 18 December 2006 on simplifying the exchange of information and intelligence
between law enforcement authorities of the Member States of the European Union,
OJ L 386/89 of 29 December 2006.

789 Council of Europe (1891), Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data, ETS n. 108.
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790 Council of Europe (2001), Additional Protocol to the Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data regarding
supervisory authorities and transborder data flows, ETS n. 108.

791 Council of Europe (1987), Recommendation No. R (87) 15 of the Committee of
Ministers to member states regulating the use of personal data in the police sector
(Adopted by the Committee of Ministers on 17 September 1987 at the 410th meeting
of the Ministers’ Deputies).

792 European Commission (2011), Proposal for a Directive of the European Parliament
and of the Council on the use of Passenger Name Record data for the prevention,
detection, investigation and prosecution of terrorist offences and serious crime,
COM(2011) 32 final, Brussels, 2 February 2011, p. 1.

793 European Commission (2015), Fact Sheet Fighting terrorism at EU level, an overview

of Commission’s actions, measures and initiatives, Brussels, 11 January 2015.
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794 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April
2016 on the use of passenger name record (PNR) data for the prevention, detection,
investigation and prosecution of terrorist offences and serious crime, OJ 2016 L 119,
p. 132.

795 PNR Directive, L 119, p. 132, Art. 1 (1) and Art. 2 (D).

796 Ibid., Art. 12 (1) and Art. 12 (2).
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AW : Digital Rights Ireland and Kéarntner Landesregierung and
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797 Directive 2006/24/EC of the European Parliament and of the Council of 15 March
2006 on the retention of data generated or processed in connection with the provision
of publicly available electronic communications™ services or of public communications’
networks and amending Directive 2002/58/EC, OJ 2006 L 105.

798 EDPS (2011), Opinion of 31 May 2011 on the Evaluation report from the
Commission to the Council and the European Parliament on the Data Retention
Directive (Directive 2006/24/EC), 31 May 2011.

799 Germany, Federal Constitutional Court (Bundesverfassungsgericht), 1 BvR 256/08, 2
March 2010; Romania, Federal Constitutional Court (Curtea Constitupionald a
Romaniei), No. 1258, 8 October 2009; the Czech Republic, Constitutional Court
(Ustavni soud Ceské republiky), 94/2011 Coll., 22 March 2011.

800 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kérntner
Landesregierung and Others [GCl, 8 April 2014, para. 65.
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801 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic

communications” sector (Directive on privacy and electronic communications), O] 2002
L 201.
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MU (Outlook)
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802 CJEU, Joined cases C-293/12 and C-594/12, Dijgital Rights Ireland Ltd v. Minister
for Communications, Marine and Natural Resources and Others and Kirntner
Landesregierung and Others [GCl, 8 April 2014.

803 CJEU, Joined cases C-203/15 and C-698/15, Tele2 Sverige AB v. Post— och
telestyrelsen and Secretary of State tor the Home Department v. Tom Watson and
Others [GC], 21 December 2016.

804 European Commission (2017), Proposal for a Regulation of the European Parliament
and of the Council concerning the respect for private life and the protection of
personal data in electronic communications and repealing Directive 2002/58/EC
(Regulation on Privacy and Electronic Communications), COM(2017) 10 final,
Brussels, 10 January 2017.
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805 7bid., Recital 26.

806 See the explanatory memorandum to the Proposal for a Regulation on Privacy and
Electronic Communications COM(2017) 10 final, point 1.3.

807 See Council of the EU (2016), “Enhanced data protection rights for EU citizens in
law enforcement cooperation: EU and US sign ‘Umbrella agreement’”, Press Release
305/16, 2 June 2016.
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808 Agreement between the United States of America and the European Union on the
protection of personal information relating to the prevention, investigation, detection,
and prosecution of criminal offenses of 18 May 2016, (OR.en) 8557/16, Art. 3(1).
See also Commission notification on the EU-US data protection agreement
negotiations of 26 May 2010, MEMO/10/216 and the EU Commission Press Release
(2010) on high privacy standards in EU-US data protection agreement of 26 May
2010, IP/10/609.
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SE2Z(Europol)

FEATY] "YW HR] FEEL o] 1o ERE £ glon, 7}
3|hate] S2E A7MAHLAENUs) 7L Qleh S2E2 19980l g x|
lom, EU 7|32 A0 dx)o] §A 2] 9= FAd WA g7

of T FAGRBETH 7| 23h3 Gk FREY] BHS T o]4)

o)

809 wl=APHTAIN 2 20161 29 24 enfu} tiE o] Aol s HER AdYH
pig
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Protection Supervisor, Opinion 1/2016, Preliminary Opinion on the agreement between
the United State of America and the European Union on the protection of personal
information relating to the prevention, investigation, detection and prosecution of
criminal offences, § 35.

811 Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May
2016 on the European Union Agency for Law Enforcement Cooperation (Europol)
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and replacing and repealing Council Decisions 2009/371/JHA, 2009/934/JTHA,
2009/935/JHA, 2009/936/JHA and 2009/968/JHA, OJ 2016 L 135, p. 53.
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812 See also EDPS (2012), Opinion of the Data Protection Supervisor on the Communication
from the European Commission to the Council and the European Parliament on the
establishment of a Furopean Cybercrime Centre, Brussels, 29 June 2012.

813 See Europol’s webpage on the ECTC.
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814 See Europol’'s webpage on the EMSC.

815 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data, O] 2001 L 8.

816 Europol Regulation, Art. 30 (1).

817 Ibid, Art. 30 (2).

818 /bid, Art. 30 (3).

819 /bid., Art. 31.

820 Ibid., Art. 24 and Art. 25, respectively.
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821 Ibid., Art. 35.

822 Europol Regulation, Art. 42.
823 Ibid, Art. 43 and Art. 44.
824 Ibid., Art. 45.

825 Ibid., Art. 42 (1).

826 [bid., Art. 42 (1).

827 Ibid., Art. 40.

828 Ibid, Art. 48.
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829 Ibid., Art. 50.

830 /bid., Art. 51.

831 Council of the European Union (2002), Council Decision 2002/187/JHA of 28 February
2002 setting up Eurojust with a view to reinforcing the fight against serious crime,
OJ 2002 L 63; Council of the European Union (2003), Council Decision 2003/659/JHA
of 18 June 2003 amending Decision 2002/187/JHA setting up Eurojust with a view
to reinforcing the fight against serious crime, O] 2003 L 44; Council of the European
Union (2009), Council Decision 2009/426/JHA of 16 December 2008 on the
strengthening of Eurojust and amending Decision 2002/187/JHA setting up Eurojust
with a view to reinforcing the fight against serious crime, O] 2009 L 138 (Eurojust
Decisions)



Hgg 3

0zl
W

0!
2
Ia]

)|

PRES s Yot AHomn FHoR YEt
222 AS] 9fs) BAG & AdolEE He
& 4 olek T o) fEAZES] Wske] el MAWSIS WA

o 7P SHBAL e Ao oju Ajte] dit 5

Jo
u
2
ll>
rir
[
f
iy
filo
nﬂl

7]
ot HEZ ARFETES? FRALES EJE AE ] AdRtollA AlghE
&% 2R "lolE7t JASel eAlet A BRlE= A
3t s weh PAiE Addolag Al 4 Aok fRAL
T EIRS WollAl T EU Al 717 0 e e
AdldlolelE weke 4 otk fRALEL wo AP W 227
deiala AddeloleE nee 2w gk
fRALEL Yole HBsl Beiste], Azt AI08E L T
U} Aad 5 o) Ko Wl gk o
Sash 7 W Algto] ZRElolo aln, o}5L 24
W SRALE doleE ] tet Heago
F 5ol gulslol gk
Q1 5= 7]7(oint Supervisory Body ; JSB)7} F-2AAE
e Apeldlolele] HeS ZASIE ARE AT GEANSE]
ok 7HQIE ZHRIHoTE o] MM, A7, A = A 27
Uet §RALE] Aol wHEstA] kS A JsBoll R 4 ek £
2ALE7} ARlHolE S BHHOR Hulaht 29, FRALEL Ho|
ElFAA 2E e Edfjof tiall 2APE AT UEHE Sd=9]
=7pHof| whet Aels Aof Ttk

(m ox
Fl[‘ ok—“’i F}l

30
R

o

o

1o oo ol o
T AN -10 lo
ot o?d
o
> o
I m l
%

il
E
50

832 Consolidated version of the Council Decision 2002/187/JHA as amended by Council
Decision 2003/659/JHA and by Council Decision 2009/426/JHA, Art. 15 (2)

833 Rules of Procedure on the Processing and Protection of Personal Data at Eurojust,
OJ 2005 C 68/01, 19 March 2005, p. 1.
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834 See the European Commission’s webpage on Eurojust.

835 See European Commission (2013), Proposal for a Council Regulation on the establishment
of the European Public Prosecutor’s Office, COM(2013) 534 final, Brussels, 17 July
2013, p. 1 and the Commission’s webpage on the EPPO.

836 European Commission (2013), Proposal for a Council Regulation on the establishment
of the European Public Prosecutor’s Office, COM(2013) 534 final, Brussels, 17 July
2013.
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837 Treaty on the Functioning of the EU, Art. 86 (1) and Art. 329 (D).

838 See Council of the European Union (2017), “20 member states agree on the details
of creating the European Public Prosecutor’s Office (EPPO), press release, 8 June
2017.

839 European Commission (2013), Proposal for a Council Regulation on the establishment
of the European Public Prosecutor’s Office, COM(2013) 534 final, Brussels, 17 July
2013, p. 1 and pp. 51-51. See also the Commission’s webpage on the EPPO.

840 European Commission (2013), Proposal for a Council Regulation on the establishment
of the European Public Prosecutor’s Office, COM(2013) 534 final, Brussels, 17 July
2013, Art. 26 (4).

841 Ibid, Art. 36.

842 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data, O] 2001 L 8.
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843 See the European Data Protection Supervisor's webpage on Supervision Coordination.
844 Regulation (EU) No. 1077/2011 of the European Parliament and of the Council of
25 October 2011 establishing a European Agency for the operational management of
large—scale IT systems in the area of freedom, security and justice, OJ 2011 L 286.
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MAHHA|AE(The Schengen Information System)
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845 Agreement between the Governments of the States of the Benelux Economic Union,
the Federal Republic of Germany and the French Republic on the gradual abolition
of checks at their common borders, O] 2000 L 239.

846 European Communities (1997), Treaty of Amsterdam amending the Treaty on
European Union, the Treaties establishing the European Communities and certain
related acts, O] 1997 C 340.

847 AZotE|of, 7|2 W ofdMEL SIS 12 FEolr] L3t Fu|gsS S35k
QIAEE o}2] 1 Aol ofyth FHYYS o|vl - Y F2= Aol EofA o] gt
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848 Regulation (EC) No. 1987/2006 of the European Parliament and of the Council of
20 December 2006 on the establishment, operation and use of the second generation
Schengen Information System, OJ 2006 L 381 (SIS II) and Council of the European
Union (2007), Council Decision 2007/533/JHA of 12 June 2007 on the establishment,
operation and use of the second generation Schengen Information System, (SIS II),
OJ 2007 L 205.
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849 Council Decision 2007/533/JHA of 12 June 2007 on the establishment, operation and
use of the second generation Schengen Information System (SIS ID), OJ L 205, 7
August 2007.

850 Regulation (EC) No. 1987/2006 of the European Parliament and of the Council of
20 December 2006 on the establishment, operation and use of the second generation
Schengen Information System (SIS II), O] L 381, 28 December 2006.
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851 SIS II Decision, Art. 56; SIS II Regulation, Art. 40.
852 SIS 1T Decision, Art. 57.

853 SIS II Decision, Art. 58; SIS II Regulation, Art. 41.
854 SIS 1 Regulation, Art. 2.

855 Ibid., Art. 40.

856 Ibid, Art. 41 (1).

857 Ibid, Art. 41 (5).

858 Ibid., Art. 41 (5).

859 7Ibhid, Art. 42 (1).
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863 SIS II Regulation, Art. 60 (2).

864 See the European Data Protection Supervisor's webpage on the Schengen Information
System.

865 SIS II Regulation, Art. 46 and SIS 1I Decision, Art. 62.

866 See SIS II SCG, The Schengen Information System. A guide for exercising the right
of access, available on the EDPS website.

867 European Commission (2016), Report from the Commission to the European Parliament
and the Council on the evaluation of the second generation Schengen Information
System (SIS 1I) in accordance with Art. 24 (5), 43 (3) and 50 (5) of Regulation (EC)
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No. 1987/2006 and Art. 59 (3) and 66 (5) of Decision 2007/533/JHA, COM(2016)
880 final, Brussels, 21 December 2016.

868 EDPS (2017), EDPS Opinion on the new legal basis of the Schengen Information
System, Opinion 7/2017, 2 May 2017.
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869 Ibid., para. 22.

870 European Commission (2016), Proposal for a Regulation of the European Parliament
and of the Council on the establishment, operation and use of the Schengen
Information System (SIS) in the field of police cooperation and judicial cooperation
in criminal matters, amending Regulation (EU) No. 515/2014 and repealing
Regulation (EC) No. 1986/2006, Council Decision 2007/533/JHA and Commission
Decision 2010/261/EU, COM(2016) 883 final, Brussels, 21 December 2016.

871 Ibid., p. 15.

872 Council of the European Union (2004), Council Decision 2004/512/EC of 8 June 2004
establishing the Visa Information System (VIS), OJ 2004 L 213; Regulation (EC) No.
767/2008 of the European Parliament and of the Council of 9 July 2008 concerning
the Visa Information System (VIS) and the exchange of data between Member States
on short—stay visas, OJ 2008 L 218 (VIS Regulation); Council of the European Union
(2008), Council Decision 2008/633/JHA of June 23 2008 concerning access for
consultation of the Visa Information System (VIS) by designated authorities of Member
States and by Europol for the purposes of the prevention, detection and investigation
of terrorist offences and of other serious criminal offences, O] 2008 L 218.
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873 VIS Regulation, Art. 1.

874 Art. 5 of the Regulation (EC) No. 767/2008 of the European Parliament and of the
Council of 9 July 2008 concerning the Visa Information System (VIS) and the
exchange of data between Member States on short—stay visas (VIS Regulation), OJ
2008 L 218.

875 Council of the European Union (2008), Council Decision 2008/633/JHA of 23 June
2008 concerning access for consultation of the Visa Information System (VIS) by
designated authorities of Member States and by Europol for the purposes of the
prevention, detection and investigation of terrorist offences and of other serious
criminal offences, OJ 2008 L 218.
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876 Ibid.

877 VIS Regulation, Art. 37.
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879 Ibid., Art. 38 (2).
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881 See the European Data Protection Supervisor’'s webpage on Eurodac.

882 Council Regulation (EC) No. 2725/2000 of 11 December 2000 concerning the
establishment of Eurodac for the comparison of fingerprints for the effective
application of the Dublin Convention, OJ 2000 L 316; Council Regulation (EC) No.
407/2002 of 28 February 2002 laying down certain rules to implement Regulation
(EC) No. 2725/2000 concerning the establishment of Eurodac for the comparison of
fingerprints for the effective application of the Dublin Convention, O] 2002 L 62
(Eurodac Regulations), Regulation (EU) No. 603/2013 of the European Parliament
and of the Council of 26 June 2013 on the establishment of ‘Burodac’ for the
comparison of fingerprints for the effective application of Regulation (EU) No.
604/2013 establishing the criteria and mechanisms for determining the Member State
responsible for examining an application for international protection lodged in one
of the Member States by a third—country national or a stateless person and on
requests for the comparison with Eurodac data by Member States’ law enforcement
authorities and Europol for law enforcement purposes, and amending Regulation (EU)
No. 1077/2011 establishing a European Agency for the operational management of
large—scale IT systems in the area of freedom, security and justice, O] 2013 L 180,
p. 1 (Eurodac Recast Regulation).

883 Regulation (EU) No. 604/2013 of the European Parliament and of the Council of
26 June 2013 establishing the criteria and mechanisms for determining the Member
State responsible for examining an application for international protection lodged in
one of the Member States by a third—country national or a stateless person, O] 2013
L 180 (Dublin I Regulation).
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884 Furodac Recast Regulation, O] 2013 L 180, p. 1, Art. 1 (D).
885 /bid., Art. 1 (2).

886 /bid., Art. 35.

887 Ibid.,, Art. 27.

888 /bid., Art. 28.
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889 [bid., Art. 29.

890 /bid., Art. 29.

891 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data, OJ 2001 L 8.

892 Eurodac Recast Regulation, OJ 2013 L 180, p. 1, Art. 31.

893 /bid., Art. 37.

894 Roots, L. (2015), ‘The New EURODAC Regulation: Fingerprints as a Source of
Informal Discrimination’, Baltic Journal of European Studies Tallinn University of
Technology, Vol. 5, No. 2, pp. 108-129.
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895 See the European Data Protection Supervisor's webpage on Eurodac.

896 European Commission, Proposal for a Regulation of the European Parliament and of
the Council on the establishment of ‘Eurodac’ for the comparison of fingerprints for
the effective application of [Regulation (EU) No. 604/2013 establishing the criteria
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and mechanisms for determining the Member State responsible for examining an
application for international protection lodged in one of the Member States by a
third—country national or a stateless person], for identifying an illegally staying
third—country national or stateless person and on requests for the comparison with
Eurodac data by Member States’ law enforcement authorities and Europol for law
enforcement purposes (recast), COM(2016) final, 4 May 2016.

897 See the explanatory memorandum to the proposal, p. 3.

898 European Commission, Proposal for a Regulation of the European Parliament and of
the Council on the establishment of ‘Eurodac’ for the comparison of fingerprints for
the effective application of [Regulation (EU) No. 604/2013 establishing the criteria
and mechanisms for determining the Member State responsible for examining an
application for international protection lodged in one of the Member States by a
third—country national or a stateless person], for identifying an illegally staying
third—country national or stateless person and on requests for the comparison with
Eurodac data by Member States’ law enforcement authorities and Europol for law
enforcement purposes (recast), COM(2016) final, 4 May 2016, Art. 2 (D).

899 /bid., Art. 2 (2).

900 European Parliament, Report on the proposal for a regulation of the European
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Parliament and of the Council on the establishment of ‘Furodac’ for the comparison
of fingerprints for the effective application of [Regulation (EU) No. 604/2013
establishing the criteria and mechanisms for determining the Member State responsible
for examining an application for international protection lodged in one of the
Member States by a third—country national or a stateless person], for identifying an
illegally staying third—country national or stateless person and on requests for the
comparison with Eurodac data by Member States’ law enforcement authorities and
Europol for law enforcement purposes (recast), PE 597.620v03-00, 9 June 2017.

901 Regulation (EU) No. 1052/2013 of the European Parliament and of the Council of
22 October 2013 establishing the European Border Surveillance System (Eurosur), O]
2013 L 295.

902 Regulation (EU) No. 2916/1624 of the European Parliament and of the Council of
14 September 2016 on the European Border and Coast Guard and amending
Regulation (EU) 2016/399 of the European Parliament and of the Council and
repealing Regulation (EC) No. 863.2007 of the European Parliament and of the
Council, Council Regulation (EC) No. 2007/2004 and Council Decision 2005/267/EC,
0J L 251.
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903 See also: European Commission (2008), Communication from the Commission to the
European Parliament, the Council, the European Economic and Social Committee and
the Committee of the Regions: Examining the creation of a European Border
Surveillance System (Eurosur), COM(2008) 68 final, Brussels, 13 February 2008;
European Commission (2011), Impact Assessment accompanying the Proposal for a
Regulation of the European Parliament and of the Council establishing the European
Border Surveillance System (Eurosur), Staff working paper, SEC(2011) 1536 final,
Brussels,12 December 2011, p. 18.

904 European Commission, EUROSUR:. Protecting the Schengen external borders —
protecting migrants’ lives. EUROSUR in a nutshell, 29 November 2013.

905 Regulation 1052/2013, Recital 13 and Art. 13.

906 /bid., Recital 13 and Art. 13.
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907 Council of the European Union (1995), Council Act of 26 July 1995 drawing up the
Convention on the use of information technology for customs purposes, OJ 1995 C
316, amended by Council of the European Union (2009), Regulation No. 515/97 of
13 March 1997 on mutual assistance between the administrative authorities of the
Member States and cooperation between the latter and the Commission to ensure the
correct application of the law on customs and agricultural matters, Council Decision
2009/917/JHA of 30 November 2009 on the use of information technology for
customs purposes, O] 2009 L 323 (CIS Decision).

908 See CIS Decision, Art. 24, 25 and 28.
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909 European Commission (2016), Communication from the Commission to the European
Parliament and the Council: Stronger and Smarter Information Systems for Borders
and Security, COM(2016) 205 final, Brussels, 6 April 2016, European Commission
(2016), Communication from the Commission to the European Parliament, the
European Council and the Council: Enhancing Security in a world of mobility:
improved information exchange in the fight against terrorism and stronger external
borders, COM(2016) 602 final, Brussels, 14 September 2016, European Commission
(2016), Proposal for a Regulation of the European Parliament and of the Council
on the use of the Schengen Information System for the return of illegally staying
third—country nationals. See also, Communication from the Commission to the
European Parliament, the European Council and the Council: Seventh progress report
towards an effective and genuine Security Union, COM(2017) 261 final, Brussels, 16
May 2017.
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910 Council of the European Union (2005), The Hague Programme: Strengthening
Freedom, Security and Justice in the European Union, O] 2005 C 53, European
Commission (2010), Communication from the Commission to the European
Parliament and the Council: Overview of information management in the area of
freedom, security and justice, COM(2010) 385 final, European Commission (2016),
Communication from the Commission to the European Parliament and the Council:
Stronger and Smarter Information Systems for Borders and Security, COM(2016) 205
final, Brussels, 6 April 2016, European Commission (2016), Commission Decision of
17 June 2016 setting up the High Level Expert Group on Information Systems and
Interoperability, OJ 2016 C 257.

911 European Commission (2016), Communication from the Commission to the European
Parliament and the Council: Stronger and Smarter Information Systems for Borders
and Security, COM(2016) 205 final, Brussels, 6 April 2016, p. 14.

912 Ibid., pp. 4-5.

913 European Commission (2016), Proposal for a Regulation of the European Parliament
and of the Council establishing an Entry/Exit System (EES) to register entry and exit
data and refusal of entry data of third country nationals crossing the external borders
of the Member States of the European Union and determining the conditions for
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access to the EES for law enforcement purposes and amending Regulation (EC) No.
767/2008 and Regulation (EU) No. 1077/2011, COM(2016) 194 final, Brussels, 6
April 2016.

914 European Commission (2016), Communication from the Commission to the European
Parliament and the Council: Stronger and Smarter Information Systems for Borders
and Security, COM(2016) 205 final, Brussels, 6 April 2016, p. 5.

915 European Commission (2016), Proposal for a Regulation of the European Parliament
and of the Council establishing a European Travel Information and Authorisation
System (ETIAS) and amending Regulations (EU) No. 515/2014, (EU) 2016/399, (EU)
2016/794 and (EU) 2016/1624, COM(2016) 731 final, 16 November 2016.
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916 Council of Europe, Committee of Ministers (1995), Recommendation Rec(95)4 to
member states on the protection of personal data in the area of telecommunication
services, with particular reference to telephone services, 7 February 1995.

917 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the
electronic communications sector, OJ 2002 L 201 (Directive on privacy and electronic
communications) as amended by Directive 2009/136/EC of the European Parliament
and of the Council of 25 November 2009 amending Directive 2002/22/EC on
universal service and users’ rights relating to electronic communications networks and
services, Directive 2002/58/EC concerning the processing of personal data and the
protection of privacy in the electronic communications sector and Regulation (EC)
No. 2006/2004 on cooperation between national authorities responsible for the
enforcement of consumer protection laws, OJ 2009 L 337.



QEIHI0|EE 5

396

of

A A B Aol Fagt diold - SAl FARRE FAl ARE E
Z7|1Zke] diet HE 5 A[FeA "Ef g glofg"Eal sh= o] 28t v
Etd|o|E]

« HEHdlolE ol AR fixlet AR HE o,
ol28t YAIHCIEZE et ol2fRt HlolH= 53] ols-EaldAle
ARGAPE wE 7 Aol SAIEA] ARSAR 1Al digt Flo]
Efo|th

Ee)g dloleit Aul2 AL 8F AT DL 71E AT BAo=y
ARg3E 4= Qi e, dlojelRA|e] Eolw, ol#at HlojEs the %]
shAciolt ofF i o] 91X19] |Aelue] thaf ARG 91X} el
A RS AT AT 2 B AuAS AT e AES
ol A BhE 4 ek

e-Privacy A4 A|1sze] wHEw, HAEACIA L] Al B3k o)
dlol8 ot ECHR AS2Ae] 451 BU71Eaag Asz
Als2z014 Eelgl Hloje o] FR3 ZHe] that RS FEshol
atk olgk ML WA SAE AT WAE FIY 5 9

setolulA] 9 AREAL XHe] 20099 ARl AE the Abge] &
=1,

2

gl

i

[e]

4> MI

i)

o A oY BHe 913 ol e AT B X A2,
Wejnitio] WA Auls 9 7]eF AR o eAlolHo R S
=itk uhAE ol Qe Abd BolE @lx) e @ BA|HT. ol

918 Directive 2009/136/EC of the European Parliament and of the Council of 25
November 2009 amending Directive 2002/22/EC on universal service and users’ rights
relating to electronic communications networks and services, Directive 2002/58/EC
concerning the processing of personal data and the protection of privacy in the
electronic communications sector and Regulation (EC) No. 2006/2004 on cooperation

between national authorities responsible for the enforcement of consumer protection
laws, O] 2009 L 337.
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919 See the amended directive, Art. 13.

920 See Ibid., Art. 5; see also Article 29 Working Party (2012), Opinion 04/2012 on
cookie consent exemption, WP 194, Brussels, 7 June 2012.

921 See also Article 29 Working Party (2011), Working Document 01/2011 on the current
EU personal data breach framework and recommendations for future policy
developments, WP 184, Brussels, 5 April 2011.

922 Directive 2006/24/EC of the European Parliament and of the Council of 15 March
2006 on the retention of data generated or processed in connection with the provision
of publicly available electronic communications services or of public communications
networks and amending Directive 2002/58/EC, OJ 2006 L 105.
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923 Proposal for a Regulation of the European Parliament and of the Council concerning
the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (Regulation on Privacy and
Electronic Communications) (COM(2017) 10 final), Art. 1.

924 For more information, see European Commission (2017), “Commission proposes high
level of privacy rules for all electronic communications and updates data protection
rules for EU institutions”, press release, 10 January 2017.
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925 Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the Community institutions and bodies and on the free movement
of such data, O] 2001 L 8.
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926 CJEU, C-342/12, Worten — Equipamentos para o Lar SA v. Autoridade para as
Condicoes de Trabalho (ACT), 30 May 2013, para. 19.

927 Ibid., para. 43.

928 Council of Europe, Committee of Ministers (2015), Recommendation Rec(2015)5 to
member states on the processing of personal data in the context of employment, April
2015.

929 Article 29 Working Party (2017), Opinion 2/2017 on data processing at work, WP
249, Brussels, 8 June 2017.
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930 Article 29 Working Party (2005), Working document on a common interpretation of
Article 26(1) of Directive 95/46/EC of 24 October 1995, WP 114, Brussels, 25
November 2005.

931 ECtHR, Copland v. the United Kingdom, No. 62617/00, 3 April 2007.
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932 ECtHR, Bérbulescu v. Romania [GC], No. 61496/08, 5 September 2017, para. 121.
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933 General Data Protection Regulation, Recital 35.
934 Ibid., Art. 2.
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935 ECtHR, Z v. Finland, No. 22009/93, 25 February 1997, paras. 94 and 112; see also
ECtHR, M.S. v. Sweden, No. 20837/92, 27 August 1997; ECtHR, L.L. v. France,
No. 7508/02, 10 October 2006; ECtHR, 7/ v. Finland, No. 20511/03, 17 July 2008;
ECtHR, K.H. and Others v. Slovakia, No. 32881/04, 28 April 2009; ECtHR, Szuluk
v. the United Kingdom, No. 36936/05, 2 June 2009.

936 See also ECtHR, Biriuk v. Lithuania, No. 23373/03, 25 November 2008.

937 Council of Europe, Committee of Ministers (1997), Recommendation Rec(97)5 to
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“ECHR A8zo] wpe} HAHE AMYEO] EFof FaohA] = 3718 8
Algh St PARA7E AT EA erh dxAle] AE7PF A
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=7 ERE 23] A A= oo sk, Apejol] dhsh gt
W2 Ho S yofof {03
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s Tekd Wag FEA71S A0 T Kol ool nE
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517]
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A AAF A3t dlofEjol Higt 2016 CoE Hile 2= ofofA 2] b
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AHEEIE eHealtholl B9 F-a8tch Q|2 3 WAl AldAR R
The Aol fidfe] R At Auke Rl Holth o] A
M A7, AAE T2, Yol B AF dRlE o RRE |

member states on the protection of medical data, 13 February 1997. Note that this
Recommendation is in the process of being revised.

938 ECtHR, Avilkina and Others v. Russia, No. 1585/09, 6 June 2013, para. 53.

939 ECtHR, L.H. v. Latvia, No. 52019/07, 29 April 2014, para. 59.

940 Council of Europe, Committee of Ministers (2016), Recommendation Rec(2016)8 to
member states on the processing of personal health-related data for insurance
purposes, including data resulting from genetic tests, 26 October 2016.
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941 Regulation (EU) No. 536/2014 of the European Parliament and of the Council of
16 April 2014 on clinical trials on medicinal products for human use, and repealing
Directive 2001/20/EC (Clinical Trials Regulation), O] 2014 L 158.

942 Clinical Trials Regulation, Art. 5 (1).

943 [bid, Art. 5 (2)-(5).

944 [bid., Art. 2 (11).

945 [bid.,, Art. 9 (1) and Recital 67.

946 General Data Protection Regulation, Recitals 156 and 161.

947 EDPS (2013), Opinion of the FEuropean Data Protection Supervisor on the
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HMAAZL 7|2 (Electronic health records)
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T % ik olofat AR mAL A 7BolA B 28 B 9ok
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ofth. HEAR= AS] A7 ARIGOEE Th HlojEle} Mg A
Aok Btk HEARS ES A ARIEoE S The Algoly
of W= Aaksof stk ol Ao] wEAto] A9 Az ol
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Communication from the Commission on ‘eHealth Action Plan 2012-2020 -
Innovative healthcare for the 2lst century, Brussels, 27 March 2013.

948 Commission Recommendation of 2 July 2008 on cross—border interoperability of

electronic health record systems, Point 3 (c).
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949 European Commission (20140), Green paper on mobile Health (‘mHealth”),
COM(2014) 219 final, Brussels, 10 April 2014.

950 Ibid, p. 8.

951 Draft Code of Conduct on privacy for mobile health applications, 7 June 2016.
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9.4. A+ & A =X9| H0|E Xz
(Data processing for research and statistical purposes)

BaozE 45 48 He]
913 3712 1§ & glck. ol

FEAL g8, A3AA HolEg Agal] Ho) oy Ei s}

BV dlolezAe] #e) W Ahgol thet 28t PRt e
of Qlehel B, ot Ei ohib AT BAE 9% Pole HelE sladt
o}, o7l hEalh AR 4 ATk BUY Bl S7bEE oled A
27h Aol A BA G BoRssAL Azs AdE 7FsA
o] gl A HoleaAe] Helo] that ARF SAF FAL 5 9
choss dlolElFAlY] AT, A, AAR, viehel] et S
7h =9 4 gk

A=ge} ol BaoRE PR 2 Yol I A4l
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21 sfolof Gk 7hgeE dolel o) dloleje} 2e] GDPRE] 2
£2 urrhoss

952 General Data Protection Regulation, Art. 89 (1).
953 7Ihid, Art. 89 (2).
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954 [bid., Recital 26.

955 /bid., Recitals 33, 157 and 159.

956 Ibid., Art. 90.

957 Regulation (EC) No. 223/2009 of the European Parliament and of the Council of
11 March 2009 on European statistics and repealing Regulation (EC, Euratom) No.
1101/2008 of the European Parliament and of the Council on the transmission of
data subject to statistical confidentiality to the Statistical Office of the European
Communities, Council Regulation (EC) No. 322/97 on Community Statistics, and
Council Decision 89/382/EEC, Euratom establishing a Committee on the Statistical
Programmes of the European Communities, O] 2009 L 87, as amended by Regulation
(EU) 2015/759 of the European Parliament and of the Council of 29 April 2015
amending Regulation (EC) No. 223/2009 on European statistics, O] 2015 L 123.
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959 CJEU, C-524/06, Heinz Huber v. Bundesrepublik Deutschland [GC], 16 December
2008; see especially para. 68.

960 Modernised Convention 108, Art. 5 (4) (b).

961 7Ibid, Art. 11 (2).
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962 Council of Europe, Committee of Ministers (1997), Recommendation Rec(97)18 to
member states on the protection of personal data collected and processed for
statistical purposes, 30 September 1997.
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AR ¢ Michaud v. France AFA930| A, Zeks HBALQl H7ele 9
2152 =AE 7ol Hiet dolE Zafnol wet Harsfjof 5t
= ool sl AlaFek ECHR HEAPL 294 ni7s S 4
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963 ECtHR, Michaud v. France, No. 12323/11, 6 December 2012. See also ECtHR,
Niemietz v. Germany, No. 13710/88, 16 December 1992, para. 29, and ECtHR,
Halford v. the United Kingdom, No. 20605/92, 25 June 1997, para. 42.
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964 ECtHR, M.N. and Others v. San Marino, No. 28005/12, 7 July 2015.

965 ECtHR, G.S5.B. v. Switzerland, No. 28601/11 22 December 2015.

966 Council of Europe, Committee of Ministers (1990), Recommendation No. R(90)19
on the protection of personal data used for payment and other related operations,
13 September 1990.
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967 Council of Europe, Consultative Committee of Convention 108 (2014), Opinion on
the implication for data protection of mechanisms for automatic inter—state exchanges
of data for administrative and tax purposes, 4 June 2014.

968 ECtHR, G.S.B v. Switzerland, No. 28601/11, 22 December 2015.

969 CJEU, C-201/14, Smaranda Bara and Others v. Casa Nationald de Asigurdri de
Sanatate and Others, 1 October 2015, para. 29.

970 Article 29 Data Protection Working Party (2015), Statement of the WP29 on
automatic inter—state exchanges of personal data for tax purposes, 14/EN WP 230.
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971 Directive 2014/65/EU of the European Parliament and of the Council of 15 May
2014 on markets in financial instruments and amending Directive 2002/92/EC and
Directive 2011/61/EU, O] 2014 L 173; Regulation (EU) No. 600/2014 of the
European Parliament and of the Council of 15 May 2014 on markets in financial
instruments and amending Regulation (EU) No. 648/2012, OJ 2014 L 173; Directive
2013/36/EU of the European Parliament and of the Council of 26 June 2013 on
access to the activity of credit institutions and the prudential supervision of credit
institutions and investment firms, amending Directive 2002/87/EC and repealing
Directives 2006/48/EC and 2006/49/EC, OJ 2013 L 176.

972 Regulation (EU) No. 596/2014 of the European Parliament and of the Council of
16 April 2014 on market abuse (market abuse regulation) and repealing Directive
2003/6/EC of the European Parliament and of the Council and Commission
Directives 2003/124/EC, 2003/125/EC and 2004/72/EC, OJ 2014 L 173.

973 Regulation (EC) No. 1060/2009 of the European Parliament and of the Council of
16 September 2009 on credit rating agencies, O] 2009 L 302, and most recently
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amended by Directive 2014/51/EU of the European Parliament and of the Council
of 16 April 2014 amending Directives 2003/71/EC and 2009/138/EC and Regulations
(EC) No. 1060/2009, (EU) No. 1094/2010 and (EU) No. 1095/2010 with respect
to the powers of the European Supervisory Authority (European Insurance and
Occupational Pensions Authority) and the European Supervisory Authority (European
Securities and Markets Authority), O] 2014 L 153; Regulation (EU) No. 462/2013
of the European Parliament and of the Council of 21 May 2013 amending Regulation
(EC) No. 1060/2009 on credit rating agencies, O] 2013 L 146.

Directive 2007/64/EC of the European Parliament and of the Council of 13 November
2007 on payment services in the internal market amending Directives 97/7/EC,
2002/65/EC, 2005/60/EC and 2006/48/EC and repealing Directive 97/5/EC, O] 2007
L 319, as amended by Directive 2009/111/EC of the European Parliament and of
the Council of 16 September 2009 amending Directives 2006/48/EC, 2006/49/EC and
2007/64/EC regarding banks that are affiliated to central institutions, certain ownfunds

items, large exposures, supervisory arrangements, and crisis management, O] 2009 L
302.
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975 Council of Europe, Consultative Committee of Convention 108, Guidelines on the
protection of individuals with regard to the processing of personal data in a world
of big data, T-PD(2017)01, Strasbourg, 23 January 2017.
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976 European Parliament (2017), Resolution on fundamental rights implications of big
data: privacy, data protection, non-—discrimination, security and law enforcement
(P8_TA-PROV(2017)0076, Strasbourg, 14 March 2017.

977 See UN, General Assembly, Report of the Special Rapporteur on the promotion and
protection of human rights and fundamental freedoms while countering terrorism, Ben
Emmerson, A/69/397, 23 September 2014, para. 59. See also ECtHR, Factsheet on
Mass surveillance, July 2017.

978 EDPS (2015), Meeting the challenges of big data, Opinion 7/2015, Brussels, 19
November 2015.

979 See notably CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland Ltd
v. Minister for Communications, Marine and Natural Resources and Others and
Kérntner Landesregierung and Others [GCJ, 8 April 2014, para. 37.
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980 EDPS, Decision of 3 December 2015 establishing an external advisory group on the
ethical dimensions of data protection (‘the Ethics Advisory Group’), 3 December
2015, Recital 5.
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(Big data, algorithms and artificial intelligence)
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981 European Commission, Communication from the Commission to the European Parliament,
the Council, the European Economic and Social Committee and the Committee of
the Regions towards a thriving data economy COM(2014) 442 final, Brussels, 2 July
2014.
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(Defining big data, aIgonthms and artificial intelligence)
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982 Council of Europe, Consultative Committee of Convention 108, Guidelines on the
protection of individuals with regard to the processing of personal data in a world
of Big Data, 23 January 2017, p. 2; European Commission, Communication from
the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions towards a thriving data
economy COM(2014) 442 final, Brussels, 2 July 2014, p. 4; International
Telecommunications Union(2015), Recommendation Y.3600. Big Data - Cloud
computing based requirements and capabilities.

983 EU Commission Fact Sheet on The EU Data Protection Reform and Big Data;
Council of Europe, Consultative Committee of Convention 108 Guidelines on the
protection of individuals with regard to the processing of personal data in a world
of Big Data, 23 January 2017, p. 2.

423



QEIHI0|EE 5

424

o
ch Al Melolel 29, 19 % A 91 )

FEAN, AGE G= A 2, HAWE, 8 L A= ALY
A, AAZLE B AULEE, Mo ER B4 BUHY 5 BE £F
HRE Agke AR 4 ook wdlols BAL ol o] fze 4
oA AUE AR, ol o2 Sof AulKelA] WEA AuAS AT
3] S18h ANZEOE s o8 4 ek

o

53 ooldE TS st 71Ae) A5L Wk
3 ORI A PR 7171 AEERelS] A0 2
s ekl weh PES A ¢ Ak Al2Re gole 714} o

oﬁ
rUlO il
-0,
>,

PR

ujElo]e] Bt oA R, AL A S Asst oAb
o dfege] dlolelS Hubastn Helso Fiek ofefdt Holel 717] 4
AEelol 4, AR B El FH M AL 5 Uk S 5
e uje] AYE sfEolt aglo] wek AFskE ARl

=
AT & e ZEA20|Th

984 Stuart Russel and Peter Norvig, Artificial Intelligence: A Modern Approach (Znd ed.),
2003, Upper Saddle River, New Jersey: Prentice Hall, pp. 27, 32-58, 968-972; Stuart
Russel and Peter Norvig, Artificial Intelligence: A Modern Approach (3rd ed.), 2009,
Upper Saddle River, New Jersey: Prentice Hall, p. 2.
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(Balancing the benefits and risks of big data)
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European Commission, Communication from the Commission to the European Parliament,
the Council, the European Economic and Social Committee and the Committee of
the Regions towards a thriving data economy COM(2014) 442 final, Brussels, 2 July
2014; EU Commission Fact Sheet on The EU Data Protection Reform and Big Data
and Council of Europe, Guidelines on the protection of individuals with regard to
the processing of personal data in a world of Big Data, 23 January 2017, p. 2.
987 EU Commission Fact Sheet on EU Data Protection Reform and Big Data.
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988 International Conference of Data Protection and Privacy Commissioners (2014),
Resolution on Big Data and European Commission, Communication from the Commission
to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of the Regions towards a thriving data economy COM(2014) 442
final, Brussels, 2 July 2014, p. 2; EU Commission Fact Sheet on EU Data Protection
Reform and Big Data and Council of Europe, Guidelines on the protection of individuals
with regard to the processing of personal data in a world of Big Data, 23 January
2017, p. 1.

989 European Parliament resolution of 14 March 2017 on fundamental rights implications
of Big Data: privacy, data protection, non—discrimination, security and law—enforcement
(2016/2225 (IND).
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990 Council of Europe, Consultative Committee of Convention 108, Guidelines on the
protection of individuals with regard to the processing of personal data in a world
of Big Data, 23 January 2017, p. 2.

991 See, for example, EDPS (2015), Meeting the Challenges of big data, Opinion 7/2015,
19 November 2015; EDPS (2016), Coherent enforcement of fundamental rights in the
age of Big Data, Opinion 8/2016, 23 September 2016; European Parliament (2016),
Resolution on fundamental rights implications of Big Data: privacy, data protection,
non—discrimination, security and law enforcement, P8_TA(2017)0076, Strasbourg, 14
March 2017; Council of Europe, Consultative Committee of Convention 108,
Guidelines on the protection of individuals with regard to the processing of personal
data in a world of Big Data, T-PD(2017)01, Strasbourg, 23 January 2017.

992 International Conference of Data Protection & Privacy Commissioners (2014),
Resolution on Big Data.
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10.1.3. OI0| ES ZZEXN|(Data protection—related issues)
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993 European Parliament resolution of 14 March 2017 on fundamental rights implications
of Big Data! privacy, data protection, non—discrimination, security and law—enforcement
(2016/2225(IND)).

994 General Data Protection Regulation, Art. 22.

995 Ibid., Art. 22 (3).

996 Council of Europe, Consultative Committee of Convention 108, Guidelines on the
protection of individuals with regard to the processing of personal data in a world
of Big Data, 23 January 2017, p. 2.
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(The identification of controllers and processors, and their liability)
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997 General Data Protection Regulation, Art. 77-79 and Art. 82.

998 European Parliament, European Civil Law Rules in Robotics, Directorate—General for
Internal Policies, (October 2016), p. 14.

999 Speech of Roberto Viola at the Media seminar on European Law on Robotics at
the European Parliament. (SPEECH 16/02/2017); European Parliament announcement
on the request to the Commission for a proposal on Civil liability Rules for robotics
and AL
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1000 Council of Europe, Guidelines on the protection of individuals with regard to the
processing of personal data in a world of Big Data, T-PD (2017) 01, Strasbourg,
23 January 2017.

1001 EDPS (2016), Coherent entorcement of fundamental rights in the age of Bjg Data,
Opinion 8/2016, 23 September 2016, p. 8.
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1002 General Data Protection Regulation, Art. 13 (2) (.

1003 Council of Europe, Committee of Ministers (2016), Recommendation CM/Rec(2016)1
of the Committee of Ministers to the member states on protecting and promoting
the right to freedom of expression and the right to private life with regard to network
neutrality, 13 January 2016, para. 5.1.
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1004 /bid., para. 5.2.

1005 General Data Protection Regulation, Art. 13 (2) f and 14 (2) g.

1006 /bid, Art. 14 (5) b.

1007 Article 29 Working Party, Guidelines on automated individual decision—making and
profiling for the purposes of Regulation 2016/679, wp251, 3 October 2017, p. 14.

1008 General Data Protection Regulation, Art. 19.
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1009 /bid.,, Art. 89 (2) and (3).

1010 Article 29 Working Party, Guidelines on automated individual decision—making and
profiling for the purposes of Regulation 2016/679, wp251, 3 October 2017, p. 9.

1011 General Data Protection Regulation, Art. 22 (2).

1012 Council of Europe, Consultative Committee of Convention 108, Guidelines on the

protection of individuals with regard to the processing of personal data in a world
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= MQle] AAle] FHIEE #EAOR & & Qe eV AT S
o104 g4 2.0 Adjef Il AMARSC] ATt ds)
H, e Agske Yo HEESIT o] Aldie R Wt 4E
I 24 HIEST Mulae] et AMg-e2 SR oA =], o] A4
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1014 European Commission (2016), Advancing the Internet of Things in Europe, SWD(2016)
110 final.

1015 Article 29 Working Party (2009), Opinion 5/2009 on online social networking, WP
163, 12 June 2009, p. 4.
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1016 Council of Europe, Committee of Ministers, Recommendation CM/Rec(2012)4 of
the Committee of Ministers to member states on the protection of human rights with
regard to social networking services, 4 April 2012.

1017 Council of Europe, Committee of Ministers, Recommendation CM/Rec(2018)2 of
the Committee of Ministers to member states on the roles and responsibilities of
internet intermediaries, 7 March 2018.
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1018 European Commission, Commission Staff Working Document, Advancing the
Internet of Things in Europe, SWD(2016) 110, 19 April 2016.
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1019 Council of Europe, Recommendation Rec(2012)4 to member states on the protection
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of human rights with regard to social networking services, 4 April 2012.

1020 European Data Protection Supervisor (2017), Understanding the Internet of Things.
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10.2.3. HIO|H H& &2 EH|(Data protection-related issues)

Z9|(Consent)
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1021 General Data Protection Regulation, Art. 4 and Art. 7; Modernised Convention 108,
Art. 5.
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1022 Article 29 Working Party (2011), Opinion 15/2011 on the definition of consent, WP
187, 13 July 2011, p. 18.

1023 See General Data Protection Regulation, Art. 8. EU 3| Y=LEL 134 u|yto] oz}
W HE Hoh 92 A T 5 Sk
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(Security and privacy/data protection by design and by default)
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1024 Ibid, Art. 34.
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1025 General Data Protection Regulation, Art. 21.
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